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1. OBIIME ITOJIOXKEHUA

1.1. Hacrosimee Ilonoxenue pa3paboraHo B cOOTBETCTBUU ¢ DenepanbHbBIM 3aKOHOM OT
27.07.2006 Nel49-®@3 (pen. ot 02.12.2019) «O6 uHpopmanuu, HHPOPMAITMOHHBIX TEXHOJOTHIX U O
3amuTe uHGopManuny, DeaepanbHbiM 3aKk0oHOM oT 27.07.2006 Nel52-®3 (pen. ot 31.12.2017) «O
NEpCOHANBHBIX JaHHbIX», [locranoBnenuem IlpaButensctBa P® ot 01.11.2012 Nelll9 «OO0
YTBEpXKJICHUM TpeOOBaHUM K 3alllUTe MEPCOHAIBHBIX JaHHBIX NPH UX 00paboTke B MH(OPMAIMOHHBIX
CUCTEMax NEepCOHAIbHbIX JaHHbIX», IIpukazom I'ocrexkomuccuum Poccunm ot 30.08.2002 Ne282
«CreuuanpHple TpeOOBaHUS UM PEKOMEHJIALMM 110 TEXHUYECKOW 3aliuTe KOH(UIEHUIMAIbHOM
uHpOpMaUN» TOCYJapCTBEHHAs TeXHUYecKass komuccus», [Ipukazom @CTOK Poccum ot 18.02.2013
No21 (pen. ot 23.03.2017) «O6 yrBepxkaeHnn CocTaBa U COASPKaHMs OPTraHU3AIMOHHBIX U TEXHUYECKUX
Mep O O0eCleyYeHn0 OEe30MaCHOCTH MEPCOHANBHBIX JAaHHBIX MPH UX 00paboTke B MHPOPMALMOHHBIX
CUCTEMAaX IEPCOHAIBHBIX JAHHBIX).

1.2. ITonoxeHue perynupyeT MoJuTHKy ['ocyapcTBEHHOTO OIOPKETHOTO CIIEHUAIN3UPOBAHHOTO
yupexnaenuss PecnyOnuku KpbiM «KepueHCKH MeEXpernoHalbHbIM COLMalIbHO-peaduIUTaMOHHBIN
LHeHTp i HecoBepuieHHoneTHUX» (manee - I'BCY PK «Kepuenckuit MCPLIH) no 6e3omacHocTu
MH(POPMALIMOHHBIX U KOMMYHHMKAIIMOHHBIX PECYpCOB U TEXHOJIOTHMH M OOLIMI MOpsAIOK oOpaleHus c
JOKYMEHTaMH, COJIEPKAIIUMHU CIyKeOHyI0 HH(OpPMAIMio OrpaHMYEHHOTO pACIpOCTPAHEHUS W
YCTaHaBIIMBAET:

- 00BEKTHI 3aUTHI HH(GOPMAIIMH U CYOBEKTHI JOCTyIa K HHPOpMaUyi HHPOPMALMOHHBIX CHCTEM
U PECYPCOB;

- OCHOBHBIC yrpo3bl HWHpoOpManmoHHON Oe3omacHocTn (mamee — MHDOOPMAIIMOHHASA
BE3OITACHOCTD) I'bCVY PK «Kepuenckuit MCPL[Hy;

- OCHOBHBIE MPHHIUIBI MOCTpoeHus cuctembl 3ammThl uHpopMamun ['BCY PK «Kepuenckuii
MCPLH;

- Mepsbl, METOIBl U cpeactBa obecneuenns MTHOOPMAIIMOHHON BE30OIIACHOCTU I'BCY
PK «Kepuenckuit MCPLIH.

1.3. Hacrosimee Ilonmoskenue pa3pabOTaHO C IEIBI0 YCTAHOBJIEHHUS HAJICKAIIETO TMOPsIKA
paloThI U co3aHue Oe30MacHbIX YCIOBUH Uil BocIUTaHHUKOB U coTpyaHuKoB ' BCY PK «Kepuenckuit
MCPIH (manee — YupexaeHue), a Tak k€ UCKIIOUEHHS BO3MOXKHOCTH MPOHUKHOBEHUSI TTOCTOPOHHUX
JIMILI, BBIHOCA MaTePHAJIbHBIX LIEHHOCTEH, MHBIX HApyLIIEHUH OOIIECTBEHHOTO MOPSIKA.

1.4. Hannoe Ilonoxenue pasmemaercs Ha odunuansHoMm caiite ['BCY PK «Kepuenckuit
MCPIIH B uH(opManoHHO-TeNIEKOMMYHUKALIMOHHOM ceTH «IHTepHeT».

2. OBBEKTBHBIL, NOAJIEKAIIUE 3AIIIUTE

2.1. B VYupexnenun oOpabaTbiBaeTcsi HMHpOpManus, cojepialias CBEJCHHUS OrpPaHUYEHHOIO
pacripocTpaHeHus (ciayxeOHas uHpopMalus, MepCOHaIbHbIE AAHHBIE), U OTKPBIThIE CBEICHMS. 3allluTe
MmoJyIear Bce HH(MOPMAIIMOHHBIE CHUCTEMbl YUPEKICHHS, HE3aBHCHMO OT HMX MECTOHAXOXICHUS,
YUCISIIUECS Ha OyXTraaTepcKOM yueTe Y UpeskIeHHUs.

2.2. OcHOBHBIE O0BEKTHI, ITOJIEKAINE 3AIUTE:

- MH(OpPMaIMOHHBIE CHUCTEMbI MepcoHaNbHbIX NaHHbIX (Hanee — MCII[IH), a Takke OTKpbITas
(o6menocrymnHas) uHopmaIus, HeooXxoauMast ist pabOThl YUpeKICHHs, HE3aBUCUMO OT (DOPMBI U BUA
ee MPeICTaBICHHUS;

- mpouecchl 00paboTku wHHGpoOpMAMH B HHPOPMAIMOHHBIX CHCTEMax YUPEKIACHUS,
MH(OPMAIMOHHbIE TEXHOJOTHH, PErJIAMEHThl U MpOoLEeAypbl cOopa, 00pabOTKH, XpaHEHUS U Teperayvu
nH(popMaLnu;

- uHpOpManMoHHAs WHPPACTPYKTYpa, BKIIOYAIOMIAas] CHUCTEMbl 00pabOTKM M aHamu3a
nH(pOpMalliY, TEXHUYECKHE U MpOorpaMMHbIe cpeJcTBa €€ o0paboTKH, Mepeaayu U 0TOOpaKeHUs, B TOM
quciae KaHajibl MH()OPMAIMOHHOTO OOMEHAa W TEJIEKOMMYHHUKAIMHM, CHUCTEMbl M CpPEICTBA 3aIlUThI
nHpopMaIuu.

2.3. OcobeHHOCTH 00BEKTOB, MTOIJICIKAIINX 3AIIUTE:

- 00bEIMHEHNE B €AMHYIO0 CHCTEMY OOJBIIIOr0 KOJWYECTBA TEXHHUYECKUX CPEACTB 00pabOTKH U
nepeaayu nHGopMaIum;



- He0OXOIMMOCTh 00ECTICUCHHSI HETIPEPHIBHOCTU (DYHKITMOHUPOBAHUS Y UPEKIACHHUS,
- BBICOKAsi HHTEHCUBHOCTh MH(OPMAIIMOHHBIX TTOTOKOB;
- pa3HOOOpa3ue KaTeropuii Mojab30BaTescH.

3. IEJIA M1 3AJJAYN CUCTEMbBI OBECIIEYEHUS WHO®OPMAIIMOHHON
BE3OITACHOCTH

3.1. CyObekTsl nmoctyna K uHGOpMmammu mpu obecrieueHnrd HH(DOPMANMOHHOW O0€30MacHOCTH
VYupexxaeHus ABISIIOTCA:

- paOOTHUKM YUPEeKICHUSA, YJYacTBYIOIIME B HH(POPMALMOHHOM OOMEHE B COOTBETCTBHUU C
BO3JI0KEHHBIMU Ha HUX JIOJPKHOCTHBIMU OOSI3aHHOCTSIMU;

- (pusmueckue nuIa, CBEACHUS O KOTOPBIX HAKAIIMBAIOTCSA, XpaHATCA U 00padaThIBAIOTCS B
MHGOPMALIMOHHBIX CHCTEMax YupexaeHus (B COOTBETCTBUM cO cT.14 denepanbHOro 3akoHa OT
27.07.2006 Nel152-@3 «O nepcoHaabHBIX JaHHBIXY;

- COTPYJAHMKHM BHEUIHMX OpraHu3alMi, 3aHMMAIOLIMXCS pa3paOOTKOM, MOCTaBKOW, PEMOHTOM U
o0cCITy>)KUBaHHEM 000PYyI0BaHUS MIIN HH(POPMAITMOHHBIX CUCTEM.

3.2. IlepeuncieHHbIM CyObEKTaM AOCTYNA K HH(OpMALIMU HEOOX0AMMO 00€CIeUnTh:

- CBOEBPEMEHHOCTD JOCTyIa K He0OXOAMMOM UM HH(POPMAIUH (€€ TOCTYITHOCTD);

- IOCTOBEPHOCTH (IIOJHOTY, TOUHOCTh, AKTYaJIbHOCTh, LIEJIOCTHOCTb) HH(OpMaIH;

- KOH(HIIECHIMAIBHOCTh (COXpAaHEHHE B TaifHE) OMPEAEICHHON 4acTH WH(POpPMAIMH, 3aIIUTy OT
HaBs3bIBaHUS JI0XKHOH (HEI0CTOBEpHOU, MCKaKEHHOMN ) HH(OpMalIUK;

- BO3MOYKHOCTbh OCYIIECTBJICHHS KOHTPOJS M YIPaBICHHs IMPOIEccaMu OO0pabOTKU | Teperadu
nHpopManuu;

- 32Ty HH(GOPMAIMH OT HE3AKOHHOTO PacIIpOCTPAaHEHHS.

3.3. Ilenpto 3ammThl HHPOpPMALUMU, Ha JOCTH)KEHHE KOTOPOM HAalpaBlIeHO HacTosIlee
[Tonoxenue, SBIAETCS 3alIMTa OT BO3MOXKHOTO HAHECEHHS CYOBEKTOM JOCTyna K HH(opMaruu
MaTepHaIbHOrO, (PU3MUECKOro, MOPAIbHOTO WIM HMHOTO Yyliepbda MOCPEeICTBOM CIy4allHOro WM
MIpeIHaMEPEHHOI0 BO3JEMCTBUS Ha HMH(OPMAIINIO, €€ HOCHUTEIH, Mpolecchl 00paboTKH U MeperadH.
VYkazaHHas 1lefb JOCTHraeTcsi MOCPEICTBOM 00€CHedeHUs] U MOCTOSHHOTO TMOAJIEPXKaHUs CIeIyIOInX
CBOMCTB MH(OpMALIIH:

- JIOCTYMHOCTM MH(OpPMaluu Ui aBTOPU30BAHHBIX CYOBEKTOB JocTyna (yCTOWYMBOIO
(YHKIIMOHUPOBAHUST CUCTEMBI, TPH KOTOPOM aBTOPHU30BAHHBIE CYOBEKTHI JOCTYIa UMEIOT BO3MOXKHOCTb
MOJTy4eHUsl He00X0AMMON HHPOPMALIUN);

- IEJOCTHOCTM U ayTEHTHYHOCTH (TMOATBEPXKACHHE aBTOPCTBA) HHGOpMAIUU, XPaHUMOU U
o0pabaTbIBaeMoil B cuctreMax YUpexJeHUs U IepelaBaeMoi 110 KaHajlaM CBS3H;

- KOH(UJIEHIIMAIIBHOCTH — COXPAaHEHHUsl B TallHEe ONMpeesIeHHON YacTH MH(OpMaIUK, XpaHUMOMH,
oOpabaTbiBaeMOil W TmepefaBaeMoil 1O KaHaigaMm cBsi3u. HeoOXomumblii  ypoBeHb JOCTYIHOCTH,
[EJIOCTHOCTH W KOH(DHUICHIMATBHOCTH WHQPOPMAUU OOECIIEYMBACTCS METOJaMH M CPEICTBaMH,
COOTBETCTBYIOLIMMH MHOKECTBY 3HAUUMBIX YTPO3.

3.4. OcHoBHBIE 3ajauu cucTeMbl oOecriedeHuss UHGOpMaMOHHON Oe3zonmacHocTu. g
JOCTHIKEHHUS] OCHOBHOM I€JIM 3alllMThl M OOECIEUYEeHUs YKA3aHHBIX CBOWCTB HMH(OPMALMU CHUCTEMa
nH(popMaloHHasi 0€30aCHOCTh JI0JKHA 00ECIIeUrBATh PElIEHUE CIeAYIOIUX 3a/1ay:

- CBOEBPEMEHHOE BBISIBJICHHE, OIICHKA M MIPOTHO3UPOBAHHE UCTOUHUKOB YIrpo3 MH(POPMAITMOHHON
0€30MacHOCTH, TMPUYUH U  YCIOBUH, CHOCOOCTBYIOIIMX  HAaHECEHUIO  yiiepbda  cyObekTam
MH(POPMAIMOHHBIX OTHOLICHUH, HAPYIIEHUIO HOPMAJIbHOTO (PYHKIIMOHUPOBAHUS CUCTEM;

- CO3/IaHUe MEXaHNW3Ma OIIEPaTUBHOTO PEarupOBaHMUs HAa YTrPO3bl O€30MMacHOCTH HH(pOpMaIny;

- CO3/IaHU€ YCIIOBM 11 MUHUMHU3AIUH U JIOKAIM3ALMU HAHOCUMOTO ylep0a HempaBOMEpHBIMU
OCUCTBUSAMH (U3NYECKUX W FOPUAWYECKHUX JIMIl, OCJIa0JIeHHEe HETaTHMBHOTO BJIHMSIHUS W JIMKBHIAIHS
MOCJIE/ICTBUM HapyleHus: 0€301MacHOCTH HH(opMaIH;

- 3aIIUTy OT BMEIIATEIbCTBA B MPOLECC (PYHKIIMOHUPOBAHUS CHCTEM YUPEXKICHHUS OCTOPOHHUX
aun (DOCTyn K HMH(OPMAIMOHHBIM pecypcaM JOJDKHBI HMETh TOJIBKO 3apeTUCTPUPOBAHHBIC B
YCTQHOBJIEHHOM IOPSIJIKE MOIb30BATEINN);



- pasrpaHHuYeHUE JOCTYIa MOJb30BaTeNel K MHPOPMAIIMOHHEBIM, alliapaTHBIM, IPOTrPAMMHBIM U
MHBIM pecypcaM - o0ecredyeHre JoCTymna TOJIbKO K TeM pecypcaM M BBIMOJIHEHHsI TOJIbKO TeX ONepanuil ¢
HUMH, KOTOpbIE HEOOXOIMMBI KOHKPETHBIM IOJIb30BATESIM JIJIsi BBHIMOJTHEHHUS CBOUX CITY>KEOHBIX
00513aHHOCTEH;

- obecrieyeHre ayTeHTHU(HUKAIMK TI0JIb30BaTeNei, y4acTBYIOIIUX B MH(OPMAIIMOHHOM OOMEHe
(moaTBEepKACHHE MOATUHHOCTH OTIIPABUTENIA U NOJdy4aTels nHGopMalun);

- 3aIIUTy OT HECAaHKIIMOHUPOBAHHOW MOJM(DHKAIIMHN HCIIOIB3yeMbIX B CUCTEMaX MPOrPaMMHBIX
CPEICTB, a TaKXe 3allUTy CHUCTeM OT BHEIPEHHUS HECAaHKIMOHHPOBAHHBIX IPOTPAMM, BKIIOYAs
KOMITbIOTEPHBIE BUPYCHI;

- 3aIIUTy UHOpPMALMM OT YTEUKH MO TEXHUYECKMM KaHajaM IMpu ee 0o0paboTKe, XpaHEHUU U
nepeiaye 1o KaHajiaM CBS3H.

3.5. OcHOBHBIC TYTH peIIEHUS 3aJad CHUCTeMbl HH(POPMAIMOHHONW 0€30MacHOCTH
VYupexxaenus. OcCHOBHbIE 1eian oOecriedeHuss HHGPOPMAIMOHHON O€30MacHOCTH U pellieHue
MIEPEYUCIICHHBIX BBIIIE 33]1a4 JOCTUTAOTCS:

- Y4€TOM BCEX MOJUIEKAIINX 3aLUTE UH(POPMALIMOHHBIX CUCTEM Y UpPEXKICHUS;

- y4€ToM [IeHCTBUI TMEpcOoHaNa, OCYIIECTBISIIONIET0 OOCIyXXHBaHHE U MOAU(DUKAIIIO
MIPOrPaMMHBIX U TEXHUYECKUX CPEJICTB KOPIIOPATUBHON MH(POPMAITHOHHON CHCTEMBI;

- TMOJHOTOM, peanbHON BBHIMOJHUMOCTBIO M HEMPOTHBOPEUYUBOCTHIO TPEOOBAHUM JTOKAIBHBIX
HOPMATHBHBIX aKTOB YUpPEXICHUS 110 BOIIpocaM obecrieueHust nH(HOpMAIIMOHHOH 0€3011acHOCTH;

- TOATrOTOBKOM JOJDKHOCTHBIX JUI[ (paOOTHHUKOB), OTBETCTBEHHBIX 3a OpraHMU3alMI0 U
OCYIIECTBJICHUE MTPAKTUYECKUX MEPOTIPUITHI 110 00ecTieueHrnI0 HHHOPMAITMOHHON 0€30MTaCHOCTH;

- HaJIeTICHUEM Ka)KI0ro paboTHHMKA (MOJB30BATENsl) YUPEKICHUS MUHUMAIbHO HEOOXOAMMBIMU
JUISL BBIMIOJTHEHUST WM CBOMX (YHKIMOHAIBHBIX OOS3aHHOCTEH TOJHOMOYUSAMH 110 JOCTYyNYy K
UH(OPMALIMOHHBIM pecypcaM YUpexKIeHuUs;

- YeTKUM 3HAHHEM M CTPOTUM COOJIOJCHHUEM BCEMH I0JIb30BATENSIMU WH(POPMAIIMOHHBIX CHCTEM
VYupexneHus TpeOOBaHUN JTOKANIbHBIX HOPMATHBHBIX aKTOB YUPEXACHUS MO BOIMPOCaM OOecTeueHUs
nH(pOpPMaAIMOHHOM 0€30MMaCHOCTH;

- TIEPCOHAILHON OTBETCTBEHHOCTHIO 32 CBOM JACWCTBUS KaXJOro pabOTHHKA, B PaMKaX CBOMX
(YHKIIMOHAJIBHBIX 0053aHHOCTENW MMEIOIIETO IOCTYN K MH(OPMAIMOHHBIM pecypcaM YUpeKIeHus;

- HeTNpepbIBHBIM  MOAJEpKaHUEM HEOOXOIMMOT0 ypOBHS  3AIUIICHHOCTH JJIEMEHTOB
WH(POPMAIITMOHHBIX CUCTEM Y UPEIKICHUS;

- TPUMEHEHHEM MPOTPaMMHO-ANMNAPATHRIX CPEACTB 3allUThl WH(GOPMAIMU W HENPEepPHIBHON
aIMUHUCTPATUBHON MOJIEPKKONU UX UCIOJIb30BAHMUS;

- 9(pPeKTUBHBIM KOHTPOJEM HaJ COOJIIOJICHHEM IOJIb30BATENsIMU WH(GOPMAIMOHHBIX PECypPCOB
VYupexnenus TpeOoBaHMil 110 o0ecrieueHn o0 HHHOPMaMOHHON O€30M1aCHOCTH.

4. OCHOBHBIE YI'PO3bl HTHOOPMAIIMOHHOM BE30IMACHOCTH YUPEXJIEHUA

4.1. CymecTByeT /1Ba BUa yrpo3 HHPOPMALMOHHON 6€301acHOCTH:

- ICKYCCTBEHHBIE — YIPO3bI, BEI3BAHHBIC JCITEITHHOCTHIO YEIIOBEKA,

- €CTECTBEHHBIE — YIPO3bl, BBI3BaHHBIE BO3JECHCTBHAMU Ha WH(POPMALMOHHYIO CHUCTEMY M €€
AJIEMEHTHI 00BEKTHBHBIX (PHU3MUECKUX MPOIIECCOB TEXHOTEHHOTO XapaKTepa MM CTHXUHHBIX MTPHPOTHBIX
SBJICHUM, HE 3aBUCAIINX OT YeJIOBEKa.

4.2. HauOonee 3HaUYMMBIMH yrpo3amMH HH(GOPMALMOHHONW Oe30macHOCTH Yupexaenus
(crtocobamu HaHeceHMs yiepoa cyObekTaM HH(GOPMAIIMOHHBIX OTHOILICHH) SIBIISIOTCS:

- HapymeHue (QYHKIMOHAIHHOCTH KOMIIOHEHTOB WH(MOPMAIMOHHBIX CHCTEM YUpEKICHUS,
OnmokupoBaHue HH(OpMAIMK, HApyLUIEHHE TEXHOJOTHUYECKUX MPOIECCOB, CPbIB CBOEBPEMEHHOTO
peIeHws 3a/1a4;

- HapylUIeHHEe LIEJTOCTHOCTH (MCKaXEeHHE, MOJMEHa, YHUUYTOXKEeHHE) HHPOPMALMOHHBIX PECYpCOB
VYupexaenus, a Takxke panbcudukanms (Moaaenka) T0KyMEHTOB;

- HapyleHne KOH(PUASHIINATLHOCTH (pa3rlallieHne, yTeuka) MepcoHalbHbIX TaHHBIX.

4.3. OCHOBHBIE UCTOYHUKH yIpo3 HHPOPMAIIMOHHON O€30MaCHOCTH Y UPEKACHHUS:



- HempeJHaMepeHHbIe (OmIMOOYHBIE, CllydailHble, 0€3 3JI0r0 yMbICIa M KOPBICTHBIX IIeJieil)
HapyILICHUs. YCTAHOBJIEHHBIX pPErjJaMeHTOB cOopa, o0paboTKM U mepenayn WHGOpMALUU, a TaKKe
TpeOoBaHUI 6€30MacCHOCTH MH(POPMALIMU U JIpyTHE NSHCTBUS MOJIb30BaTeNeil H(POPMAIMOHHBIX CUCTEM
VYupexnenus (B TOM uyuciie paOOTHUKOB, OTBEYAIOUIMX 3a OOCITY)XKMBAaHUE W aJIMUHUCTPUPOBAHHE
3JIEMEHTOB HMH(OPMALMOHHBIX CHUCTEM), MPUBOIAIINE K HEMPOU3BOJUTEIBHBIM 3aTpaTaM BPEMEHU H
PECYPCOB, pa3ralIeHUIO CBEIEHUI OTPAaHUYEHHOTO PacpOCTPaHEeHHUs], TOTepe IIEHHON HH(OPMaLlUU WU
HapYIICHUIO pab0TOCTIOCOOHOCTH IEMEHTOB HH(POPMAIIMOHHBIX CUCTEM;

- IpeaHaMepeHHbIe (B KOPBICTHBIX LEISIX, MO MPUHYXIECHUIO TPETbUMH JHI[AMH, CO 3JIbIM
YMBICIIOM H T.II.) JEHCTBHS JIETQIbHO JOMYIIEHHBIX K HH()OPMAIMOHHBIM pecypcaM YUpeKICHHS
noJsib3oBareseil (B TOM yuciie pabOTHUKOB, OTBEUAIOUIMX 3a OOCIYXMBAaHUE U AAMHUHHCTPUPOBAHUE
3JIEMEHTOB MH()OPMAIIMOHHBIX CHUCTEM), KOTOPbIE IPUBOAAT K HEMPOU3BOIUTEIBHBIM 3aTpaTaM BPEMEHH
U PECYPCOB, Pa3IALICHUIO CBEJIEHUN OTPaHMYEHHOTO PACIPOCTPAHEHHUs, IMOTepe LIEHHON MHpOopMauu
WA HapyIIeHUIO pab0TOCIIOCOOHOCTH 3JIEMEHTOB HH(POPMALIMOHHBIX CHCTEM Y UpEKICHHUS;

- yIajeHHOE HECAHKI[MOHHPOBAHHOE BMEIIATENbCTBO IMOCTOPOHHHMX JIMI[ M3 BHEIIHUX CeTel
o0miero Ha3HaYeHHs (TMPEXKAE BCETo Yepe3 ceTh MIHTepHeT), uepes JeraibHble 1 HECAHKIIMOHUPOBAHHBIE
KaHaJbl MOJKIIOYEHHUS K TAKHUM CETSIM, MCIIOJIb3ys HEAOCTAaTKU MPOTOKOJIOB 0OOMEHa, CPE/ICTB 3alIUThl U
pasrpaHUyYCHHs YIAIEHHOTO JOCTYIa K HH()OPMAITMOHHBIM pecypcam;

- OIMOKH, JOMYILEHHbIE NMPU pa3padOTKe JIEMEHTOB WH(GOPMAIIMOHHBIX CUCTEM YUpEKICHUS U
WX CHUCTEM 3alUThI, OITMOKHK B IPOrPaMMHOM 00€CIIE€UEHUH, OTKA3bl U COOM TEXHUYECKUX CPEJICTB (B TOM
YHCIie CPECTB 3alIUTH HHPOPMAIIHH);

- TEXHUYECKHEe COOM IIEMEHTOB MH(POPMALIMOHHBIX CHCTEM.

4.4. Ilytu peanuzanuu yrpo3 nHGOPMaIMOHHON 0€30MaCHOCTU Y UpEexkKICHUS.

4.4.1. Ilytu peanuzauuu HENpeJHAMEPEHHBIX MCKYCCTBEHHBIX yrpo3 HH(OpPMALMOHHON
0€30MacHOCTH Y UpeKACHHUS.

PaGotHuku  YupexnaeHus,  SBISIOUIMECS  aBTOPU30BAHHBIMH  CyOBEKTaMH  JIOCTYyNa
MHPOPMALIMOHHBIX CHUCTEM, a TakXke pabOTHUKH, OOCIYXHMBAIOIIME OTACIbHBIE 3JIEMEHTHI
WHPOPMAIIMOHHBIX CHUCTEM, SIBISIIOTCS BHYTPEHHHUMH HCTOYHHUKAMH  CIIyYailHBIX  BO3JCHCTBHIA.
OcCHOBHBIE TYTH pealu3aludl  HEMpeIHAMEPEHHbIX HCKYCCTBEHHBIX (CYOBEKTHUBHBIX) yIrpo3
nH(OpPMALIMOHHON 0€30MacHOCTH  YupexkaeHus (AefcTBHs, COBEpIIaeMble JIIOJbMU CIy4yailHO, IO
HE3HAHMIO0, HEBHUMATEIbHOCTH WM XaIaTHOCTH, U3 JIOOOMBITCTBA, HO 0€3 371070 yMBbICTIA):

- HEOCTOPOXHBIE JEHCTBHSA, TPUBOMANIME K YAaCTHYHOMY WM TIOJHOMY HapyIICHUIO
(GYHKIMOHATIBHOCTH 3JIEMEHTOB HH(POPMALIMOHHBIX CHCTEM Y UpeKICHHS;

- HEOCTOPOXKHBbIE JEHCTBUS, NPUBOJAIIME K pasriallleHui0 HH(QOpPMAalMU OrpaHUYEHHOTO
pacrpocTpaHeHHsI WIH JieJatolye ee o0IIeJ0CTYHOM;

- pasriaileHue, neperadya WM yTpara aTpuOyTOB pa3rpaHUYEHHUs JOCTyma (Kitouyedl (JIOrMHOB),
napoJiel, KJIF0YeBbIX HOCUTENIEH U T. I.);

- ITHOPUPOBAHUE YCTAaHOBJIEHHBIX MPaBUJI MpU paboTe ¢ HPOPMAIIMOHHBIMH pECYpCamH;

- MPOEKTUPOBAHKE AJITOPUTMOB 00paOOTKM JAHHBIX, Pa3pabOTKa MPOrpaMMHOTO 0OeCHeueHus C
BO3MOYKHOCTSIMH, TIPECTABIISIOMIMMHI OMACHOCTh JUIs ()YHKIIMOHHPOBAHUST WH(POPMAIIMOHHBIX CHCTEM H
MH(POPMAIIMOHHOM 0€30MacHOCTH Y UpekICHHS;

- mepecbulka HWH(pOpMANUMU 1O OMMOOYHOMY OJJIEKTPOHHOMY ajpecy (yCTpO#CTBa); BBOJ
OITMOOYHBIX JTAHHBIX;

- HEOCTOPOXKHasl Mopya HocuTenel nHpopManuu;

- HEOCTOPOXKHOE MOBPEXKICHUE KAaHAJIOB CBSI3U;

- HEMpaBOMEpPHOE OTKJIIOYEHHE O0OpYIOBaHMS WM W3MEHEHHE PEKHMOB DPAOOTHI 3JIEMEHTOB
MH(POPMAIIMOHHBIX CHCTEM;

- 3apakeHHe KOMIIbIOTEPOB BUPYCAMHU;

- HECAHKI[MOHUPOBAHHBIM 3allyCK TEXHOJOIMUYECKHX IPOrpamMM, CHOCOOHBIX BBI3BaTh IMOTEPIO
PpaboTOCITIOCOOHOCTH 3JIEMEHTOB MH(OPMAITMOHHBIX CHCTEM WJIM OCYIICCTBIISIONINX HEOOpAaTUMbIC B HUX
n3MeHeHHs (popMaTHpOBaHKUE WM PECTPYKTYPH3AIMIO HOCUTENNEH HH(OpMAIiH, yalleHHe JaHHbIX);

- HEKOMIIETEHTHOE HCIOJb30BaHUE, HACTPOWKAa WM HEMpPaBOMEPHOE OTKIIIOUEHUE CPEICTB
3aIIUTHI.



442. TIlyru peanu3anuu TpeAHAMEPEHHBIX HCKYCCTBEHHBIX (CyOBEKTHBHBIX)  YIpO3
nH(pOpPMaMOHHOMN 06€30MMacCHOCTH.

OcHOBHBIE BO3MOKHBIE IyTH YMBIIUICHHON Je30praHu3aluyd paboTbl, BBIBOJA 3JIEMEHTOB
MH(OPMALIMOHHBIX CUCTEM M3 CTPOs, HECAHKIIMOHUPOBAHHOTO JTOCTyNa K MHPOpMAIUH (C KOPBICTHBIMU
LEJISIMU, 110 IPUHYKACHUIO, U3 JKEJTaHUsI OTOMCTUTB):

- yYMbIIUICHHBIE JACHCTBHS, NPUBOJAIINE K YACTUYHOMY WM T[OJHOMY HapyUICHHUIO
(GYHKIIMOHATBHOCTH JIEMEHTOB MH(POPMALIMOHHBIX CUCTEM Y UPEKICHHS;

- JIeWCTBUS MO JAe30praHu3aliy (yHKIMOHUPOBAHUA MH(MOPMAIIMOHHBIX CHUCTEM YUpeKICHUS,
XHILIEHUE JJIEKTPOHHBIX JOKYMEHTOB M HOCHTENEeH MH(OpMaIiy;, HECAaHKIIMOHUPOBAHHOE KOMMHMPOBAHUE
ANEKTPOHHBIX IOKYMEHTOB U HOCUTENIeH HHpOpMaIuy;

- YMBIIICHHOE UCKa)KeHUe HH(OpMaIiu, BBOJI HEBEPHBIX JaHHBIX;

- OTKJIIOYEHHE WJIM BBIBOJ M3 CTPOS MOJCUCTEM olecredeHus (PyHKIHOHUPOBAHUS SJIEMEHTOB
MH(POPMALMOHHBIX CHCTEM (AJIEKTPONTUTAHUS, OXJIAKICHUS U BEHTWISILIUY, TMHUN U allliapaTypsl CBSI3N);

- IepexBaT JaHHbIX, IEPEeJaBaeMBbIX 110 KaHaJIaM CBSI3U U MX aHAIIU3;

- HE3aKOHHO€ IIoJlydyeHue aTpuOyTOB pasrpaHUueHus JocTyna (UCHOJB3YS XaJlaTHOCTb
MOJIb30BaTENeH, MyTeM MOJIENKH, 10A00pa Napois);

- HECAHKI[MOHMPOBAHHBIN JOCTYIl K pecypcaM HH(POPMAIMOHHBIX CHUCTEM C pabo4yMX CTaHUUN
aBTOPU30BAaHHBIX CYyOBEKTOB JIOCTYIIA;

- XHIIEHUE WIN BCKPBITHE MHU(POB KPUNTO3AMNUTHI HHPOPMALINH;

- BHEJPEHUE almnapaTHBIX U MPOrPAMMHBIX 3aKJIAJ0K C IIENIbI0 CKPBITHO OCYIIECTBISITh JOCTYI K
MH(GOPMAIIMOHHBIM pecypcaM WM JI€30praHu3anui (QYHKIIMOHHPOBAHUS SJIEMEHTOB MH()OPMAIIMOHHBIX
CUCTEM YUpEeKICHUS;

- HE3aKOHHOE MHCIIOJIb30BaHUE 3JIEMEHTOB HH(POPMALMOHHBIX CHUCTEM, HapylIarollee IpaBa
TPETHUX JIULL;

- IPUMEHEHHE MOJICITYIINBAIOIINX YCTPOUCTB, (OTO U BUACO ChEMKA JIJIsl HECAHKIIMOHUPOBAHHOTO
cheMa nH(pOpMaIuu.

4.5. Ilytu peanu3anuu OCHOBHBIX €CTECTBEHHBIX YIp03 HH(OPMALMOHHON O€30MaCHOCTH:

- BBIXOJl U3 CTPOsi 000PYAOBaHUS MH()OPMAIIMOHHBIX CUCTEM U 00OpYJOBaHUS OOECIIEUEHUs €ro
(GyHKIIMOHUPOBaHMS,

- BBIXOJ] U3 CTPOSI UJIM HEBO3MOYKHOCTD HCIOJIb30BAaHUS JTMHUN CBA3H;

- I0’Kaphl U CTUXUKHBIE O€1CTBHUSL.

4.6. Mozenp BO3MOXKHBIX HapyLIUTENEH.

4.6.1. Tunsl HapyILIUTENEH:

C y4eToMm KaTeropuu JIuil, MOTUBAILIUY, KBaTU(UKALIUY, HATUYHS CTICIUATbHBIX CPE/ICTB:

HexomneTeHTHBIM (HEBHUMATENBHBIN) TOJNB30BATENh — PAOOTHHK Yupexnenus (v
MOJIpa3/ieIeHus] BHEIIHEeW OpraHu3aliy, 3aHUMaroleicss oOCayXHBaHHEM HH(POPMALMOHHBIX CHCTEM
Yupexaenus), TpPeANPUHUMAIONTAN TOMBITKH BBITIOJHEHUS 3allpelIeHHBIX JEHCTBUN, IOCTyNa K
3alIMIaeMbIM pecypcaM HH(GOPMAIMOHHBIX CHCTEM C TPEBBIIIEHHEM CBOMX IIOJIHOMOYMH, BBOJA
HEKOPPEKTHBIX JAaHHBIX, HAPYLIEHUS MPaBUJ U PErJIAMEHTOB paboOThl ¢ MH(OpMalel, AeHCTBYS IO
omOKe, HEKOMIIETEHTHOCTH WJIM XaJJaTHOCTU 0€3 yMbICIIa M MCIIOJIb3YIOIIUN IPU 3TOM TOJIBKO IITATHBIE
CpEICTBa;

JIrobutens — pabOTHUK VYupexxaenus (WiM TOApa3JeNieHUs] BHEIIHEH OpraHu3aluy,
3aHUMAIOIENCsl 00CTYKMBAaHUEM HH(MOPMAIIMOHHBIX CUCTEM YUpPEXACHMsI), MBITAIOLIUICS HapyIIUTh
CHCTEMY 3allIUThl €3 KOPBICTHBIX LeJIeH, YMbICIIA WU 111 CAMOYTBEPIKICHHSL.

[Ipy >TOM HCHONB3YIOTCS PA3NIUYHBIE METObl IMOJTYYEHHs JOIMOJHUTENBHBIX MOJTHOMOYMMA
JIOCTyIa K pecypcaM, HEJJOCTaTKHU B IIOCTPOEHUH CUCTEMBI 3alIUTHI U JOCTYIIHBIE €EMY IITaTHBIE CPEICTBA
(HEeCaHKIIMOHUPOBAHHBIE JEHCTBUS MOCPEICTBOM IPEBBILICHUS CBOUX IMOJIHOMOYUN Ha MCIHOJb30BaHUE
pa3pellIeHHBbIX CPEACTB), HEMITATHbIE MHCTPYMEHTAIbHBIE U TEXHOJOTUYECKHE MPOrpaMMHBIE CPEACTBA,
CaMOCTOSITENILHO pa3paboTaHHbIE MPOTpaMMbl WM CTaHAAPTHBIC JIOTOJHUTENbHbIE TEXHUYECKUE
CpEICTBa.

BrayTpeHHuii (BHEUTHUI) 3JIOYMBIIIUICHHUK - aBTOPHU30BAaHHBIA CYOBEKT AocTymna (TOCTOPOHHEE
JUI0) JEHCTBYIOIIMK IIEJIEHANpPaBIEeHHO (B TOM 4YHCIE€ B CrOBOpPE C JIMLAMH, HE SBIJIAIOIIHUMUCS



paGotHukaMu Yupexaenus). IIpu 3ToM HUCHONB3YIOTCS METOABI U CPEACTBA B3JIOMa CHCTEMBI 3allUTHI,
BKJIIOYAsl areHTYpHbIE METO/bl, MACCUBHBIE CpelCTBa (TEXHUUYECKUE CPEICTBA IepexBaTa), METOJbl U
CpeAcTBa aKTUBHOTO BO3JACHCTBHS (MOAM(DUKAIUS TEXHUYECKUX CPEACTB, MOJAKIIOYEHHE K KaHaiam
nepefayd  JaHHbIX, BHEJPEHHE MPOrpaMMHBIX 3aKIaJOK UM  HCIHOJb30BAHUE  CIELHUAIBHBIX
MHCTPYMEHTAJIBHBIX U TEXHOJIOTUYECKHUX MPOrpaMM), a TaKKe KOMOWHAIIMK BO3ACHCTBUM, KaK U3HYTpPH,
TaK ¥ U3BHE YUPEKICHHUS.

4.6.2. BHyTpeHHUE HapyILIUTEIN:

BHyTpeHHUM HapymmMTeneM MOET ObITh JIMIIO M3 CIEOYIOUIMX KaTeropuil pabOTHHUKOB
Yupexaenus:

- 3aperuCTPUPOBAHHBIC IIOJIB30BATENM U IMEPCOHAT, OOCIYKMBAIOIIUI TEXHUUYECKUE CpEICTBA
MH(POPMALIMOHHBIX CHCTEM Y UpEKICHHUS;

- paOOTHHMKHM, B TOM 4YHCIE PYKOBOIAMTEIM, HE SBJSIIOIIMECS 3aperucTPUPOBAHHBIMU
MOJIb30BATEIISIMHA M HE JIOMYIIEHHBIE K HH(POPMAIMOHHBIM pecypcaM YUpeKJIeHHs, HO HMEIOIIIE TOCTYII
B 3[JaHMs U TIOMEILEHMS;

- pabOTHUKH, B TOM YHUCIIE PYKOBOJIMWTEIH, 3aJICHICTBOBAaHHBIE B Pa3pabOTKE W COMPOBOKICHUU
IIPOrpaMMHOr0 00ecreueHHUs.

4.6.3. BHeuiHue HapyIIUTENu:

BHemHuM HapymmTeneM MOXKeT ObITh JIUIO U3 CIEAYIOIINUX KaTerOpHii:

- paOOTHUKHU YUpeXJIeHUs], C KOTOPBIMU IPEKpaIlieH (pacTOPTHYT) TPYJAOBOH JOrOBOD;

- IPE/ICTABUTEIM BHEIIHUX OpraHU3alui, 3aHUMAIOLINXCS Pa3pabOTKON, IOCTaBKOM, pEMOHTOM U
00CITy’)KUBAaHHEM DIIEMEHTOB MH(POPMALIMOHHBIX CUCTEM;

- YJIeHbl IPECTYIHBIX OPraHU3aLUI UIIH JIMLIA, IEHCTBYIOIIME 10 UX 33aHHUIO;

- JWma, CIy4yaiHO WJIM YMBIIUICHHO WPOHHMKIINE B JIOKAJBHYIO BBIYUCIUTEIBHYIO CETh
VYupexxaeHns U3 BHEIIHUX TeIEKOMMYHHUKAIIMOHHBIX CeTel (XaKepsbl);

- aJIMHHHCTPATOPBl aBTOMATU3WPOBAHHBIX CHUCTEM YUpEXKIEHHs, MMEIOUINEe HEOTPAHWYCHHBIN
JOCTYH K MH(POPMALMOHHBIM pecypcaM KOMIIOHEHTOB KOPHOPATHBHOW HH()OPMAIIMOHHOW CHCTEMBI.
AJIMAHUCTPATOPHl AaBTOMATH3MPOBAHHBIX CHCTEM MOTYT OTHOCHTBCS KaK K BHENIHMM, TaKk U K
BHYTPEHHUM HAPYIIUTEISM.

4.7. YTeuka undopmaiuu mo TeXHHYECKUM KaHaIaMm.

IIpu npoBeneHMHM MEpONPUATHUH M HKCIUTyaTallMM TEXHMYECKHX CPEJCTB YCTaHABIUBAOTCS
CIeAyIONIMe  KaHANbl yTEYKH WM  HAPYIICHUS  [EJOCTHOCTH  WHPOpMAlWH, HapYyHICHUS
paboTOCIOCOOHOCTH TEXHUYECKUX CPEJICTB!

- TOOOYHBIE IEKTPOMArHUTHBIC M3ITydeHHsI MHPOPMATUBHOTO CUTHAJIA OT TEXHUYECKHX CPENICTB
VYupexxaeHus U JTUHUNA nepeaayn nHpopMalmu;

- HAaBOJKM WH(OPMATHBHOTO CHUTHANA, 00pabaThIBAEMOT0 TEXHHUECKUMH CPEICTBAMH JIOKATHHON
BBIUUCIIUTENILHONW CeTH YUpexkJIeHHs, Ha MPOBOJA U JIMHUM, BBIXOJAAIIME 3a Mpe/ieibl KOHTPOIUPYEeMOn
30HBI YUPEXKICHUS, B T.4. HA IIETIH 3a3eMJICHUS U dJICKTPOITUTAHWS,

- JJIEKTPUYECKHUE CUTHAIbI WM PaJUOU3IY4YeHHUs, 00yCIOBJICHHbBIE BO3JCHCTBHEM Ha CpeACTBa
nepeaadyn WHQGOpMAIUKM BBHICOKOYACTOTHBIX CHUTHAJIOB, CO3/IaBAEMBIX C TIOMOIIBIO Pa3BeIbIBATEIHHOM
anmaparypsl, o 3Qupy U MPOBOJAM, JIMOO CUTHAJIOB NMPOMBIIUICHHBIX PaJMOTEXHUYECKUX YCTPOHCTB
(pammoBemaTenbHBIE, PAAHOIIOKAIIMOHHBIE CTAHIMH, CPEICTBA PAJMOCBSI3H M T.I.), U MOIYJISAINEH UX
MH(POPMATUBHBIM CUTHAJIOM;

- aKyCTHYeCKOe M3JTy4eHHE MHPOPMATUBHOTO PEUEBOTO CHUTHAIA WM CHUTHaNA, 00yCIOBICHHOTO
(GYHKIIMOHMPOBAHUEM TEXHUYECKUX CPEJICTB 00pabOTKU MH(pOpMaIu;

- DJIEKTPUYECKHE CUTHAJBI, BO3HHUKAIOIIAE ITOCPEICTBOM MpeoOpa3oBaHusi HH(YOPMATHBHOTO
CHTHAJIa U3 aKyCTUYECKOT0 B AJIEKTPUUYECKHUI 32 cueT MUKPO(OHHOTO 3 deKTa U pacpoCTpaHIIOUIHecs
0 TIPOBOJIAM M JIMHUSM TIepelaun HHPOPMAIINH;

- BHOpAllMOHHbIE CHUTHAJbl, BO3HUKAIOUIME IOCPEACTBOM IpeoOpa3oBaHusl HMHPOPMATUBHOTO
aKyCTUYECKOTO CHUTHala MpU BO3IACUCTBUM €ro Ha CTPOMTENbHbIE KOHCTPYKIUMH U HH)KEHEPHO-
TEXHUYECKHE KOMMYHHKAIIMH BbIICICHHBIX TOMELICHUN;

- BO3/ICIICTBHE HA TEXHUYECKHE WM MPOTrPAMMHBIE CPEJCTBA B LIESAX HAPYIIECHUs LEIOCTHOCTU
(YHHUTOXEHHMS, UCKAXEHUs1) HHPOPMALIUU, paOOTOCIOCOOHOCTH TEXHUYECKUX CPEACTB, CPEICTB 3AIIUTHI



uHbOpMalUY, aJPEeCHOCTH U CBOEBPEMEHHOCTH HMH(OPMAIMOHHOTO OOMEHa, B TOM YHCIe
ANIEKTPOMArHUTHOE, 4Yepe3 CIEHUaIbHO BHEIPEHHBIC JJIEKTPOHHBIE W IPOTPAMMHBIE CPEICTBA
(«3akmaaxm»);

- mepexBaT MHGOPMAIMU WIM BO3ACHCTBHE HA HEE C HCIIOJIB30BAHUEM TEXHHYECKUX CPEACTB
MOJKET BECTHCh HEIMOCPEICTBEHHO W3 3[aHUU, PACIOJIOKEHHBIX B HENOCPEICTBEHHOW OJIM30CTH OT
00beKTa, MECT BPEMEHHOTO NpeObIBaHUS, 3aMHTEPECOBAHHBIX B IiepexBare HHGOPMAINU WIH
BO3JCHCTBUM Ha Hee JHI NPU MOCEIMIEHUH HMHU YUpPEXKIEHHUS, a TaKKe C IOMOIIbIO CKPBITHO
yCTaHaBIMBAaEMOH aBTOHOMHOW aBTOMAaTHUYECKOH armaparypsl.

5. OCHOBHBIE IMTPUHIUIIBI IOCTPOEHUSA CUCTEMBI 3AIIUTHI UH®POPMALIUU

[ToctpoeHue cucteMbl 3amuThl HHGOpMaUu YUpexxJeHHUs U ¢ (yHKIIMOHUPOBAHUE TOJDKHBI
OCYILIECTBIISITHCS. B COOTBETCTBUH CO CIEAYIOIIUMU OCHOBHBIMH MPUHIIUITIAMU:

5.1. 3aKOHHOCTb.

[Ipenmonaraer OCyIIECTBICHHE 3alIUTHBIX MEPONPUATUH U pa3pabOTKy CHCTEMbI 3allUThI
uHbopManmuyu YUpeKACHUS B COOTBETCTBHH C JICHCTBYIOUIMM 3aKOHOJATEILCTBOM B 00JacTh
uHpopmanuy, UHGOPMATH3AUN U 3aIIUThl WHPOPMAIUU, a TAKXKE JAPYTMX HOPMATUBHBIX aKTOB II0
MH(POPMAIIMOHHOMN 0€30MaCHOCTH, YTBEPKICHHBIX OPTaHaMH IOCYJapCTBEHHOMN BIIACTH.

[Tpunsteie Mepsl WHGOPMAIMOHHON 0€30MacHOCTH HE JOJDKHBI TMPEMSTCTBOBATH JOCTYITY
[IPAaBOOXPAHUTENbHBIX OpPraHOB B IPEJYCMOTPEHHBIX 3aKOHOJATENbCTBOM Cllydasx K pecypcam
KOHKPETHBIX HMH(OPMALMOHHBIX cuUcTeM. Bce mosibp3oBaTenin MHPOPMAIIMOHHBIX CHCTEM YUpEKICHUS
JOJDKHBI UMETh MIPEJICTaBIeHHE 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIIEHHS B 001acTH HH(OPMAIHH.

5.2. CHUCTEMHOCTb.

CHCTEMHBIH MOAX0JT K MOCTPOCHHUIO CHCTEMBI 3aIUTHI HH()OPMAIIMK B YUPESKICHUU TIPETIoIaraet
y4eT BCEX B3aMMOCBS3aHHBIX, B3aUMOJICHCTBYIOIINUX U U3MEHSIOIIUXCS BO BPEMEHHU 3JIEMEHTOB, YCIOBUI
1 (QaKTOpOB, 3HAYMMBIX IS TIOHMMaHUs W pEHICHUS MpoOieMbl obecredcHusl WHGOPMAIMOHHON
6e3omacHocTH YupexaeHus. [Ipu co3gaHuu CUCTEMBbI 3alIMTHI YYUTHIBAIOTCS BCE cladble W Hambomee
ySI3BUMBIE MeCTa WH(DOPMAIMOHHBIX CHUCTEM YUPEKICHUS, a TAKKE XapaKTep, BO3MOXKHbBIE OOBEKTHI U
HalpaBJI€HUsI aTak Ha HEE€ CO CTOPOHBI HApYIIUTENEH, MYTH HECAaHKIMOHHWPOBAHHOTO JOCTyNa K
nHpopMmanuu. CucTema 3aiuThl T0KHA CTPOUTHCS ¢ YI€TOM BO3MOKHOCTH TTOSIBIICHUS MPUHIIAITUATEHO
HOBBIX MyTEH peanu3aiuy yrpo3 6€30MacHOCTH.

5.3. KoMIaekcHOCTb.

KommuiekcHOe HCMONb30BaHHE METOAOB M CPEIACTB 3allUThl  HH(POPMAIIMOHHBIX CHCTEM
MpEeANoJiaraeT COTJIACOBAHHOE MPUMEHEHUE MPOTPAMMHBIX M TEXHUYECKHUX CPEJCTB MPHU TMOCTPOEHUU
LEJIOCTHOM CHUCTEMbI 3alllUThl, NEPEKPHIBAIOUIEH BCE 3HAUMMbIE KaHaJbl pealn3aldd Yrpo3. 3anura
JIOJDKHA CTPOMTHCS DIIEIOHUPOBAaHO. BHemHss 3ammura JopkHa oOecnednBaTbes (PU3NUECKUMU
CpelICTBaMH, OPraHU3alMOHHBIMU U IIPABOBBIMH MEPAMH.

5.4. HenpepbIBHOCTH 3aILUTHI.

Jns  oOecnedeHuss OTOTO  MNPHUHIMIA  HEOOXOAMMa  TOCTOSHHAs  OpraHU3alMOHHAS
(amMUHHUCTpaTUBHAS) TOANIEPKKa (CBOEBPEMEHHAasi CMEHa M OOecCleueHHe MPaBHJIBHOTO XpPaHEHUS H
NPUMEHEHHUS HMMEH, Mapolied, Kitouedl mmdpoBaHus, nepepacnpenenenue mnomHomounit). [lopsmok
MOJIy4EHHUsl JIOCTyNa K MH(OPMAIIMOHHBIM pecypcaM perjiaMeHTupyercs B MHCTpyKuu monb3oBaters,
OCYIIIECTBISIONIETO 00Pa0OTKy MEPCOHANBHBIX JAaHHBIX HA 00bEKTAaX BBIYUCIUTEIHHON TEXHUKH.

5.5. CBOEBpEMEHHOCTb.

[Ipenmonaraercs ynpexxaaromuil xapakTep Mep oOecreueHuss HHPOPMAIIMOHHON 0e30MacHOCTH,
TO €CTh INOCTaHOBKa 3aJa4 MO KOMIUIEKCHOM 3aliuTe MH(QOpMalMM U peanu3anus Mep olecreueHus
Oe3omacHOCTH MH(POpPMAIIMM HA PAHHUX CTaAUAX pa3paboTKu WHGOPMAIMOHHBIX cHcTeM. Pa3paboTrka
CHUCTEMBI 3aIllUTHl BEJETCS MapauIeIbHO ¢ pa3pabOTKOW W pa3BUTHEM CaMOW TOJJISKAIel 3aliuTe
UH(OPMAIIMOHHON CUCTEMBI.

5.6. [IpeeMCTBEHHOCTh M COBEPIIIEHCTBOBAHUE.

[Tpenmonaraer MOCTOSSHHOE COBEPIICHCTBOBAHUE MEP M CPEACTB 3alIUTHl HHPOPMAIIUU HA OCHOBE
MIPEEeMCTBEHHOCTH OpPTaHU3al[MOHHBIX M TEXHUYECKUX pEeIIeHUH, KaJIpoBOrO0 COCTaBa, aHalu3a
(GYHKIIMOHUPOBaHMST MHPOPMAIIMOHHBIX CHCTEM YUPEXKIACHUS W CHCTeM HH(DOPMAIMOHHOW 3aIIUTHI C



Y4eTOM M3MEHEHHMH B METOJaX M CpEACTBAaX IepexBara MHPOpPMAalWu, HOPMATUBHBIX TPeOOBaHUU IO
3aIUTe, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0e)KHOT0 ONbITa B ATOM 001aCTH.

5.7. IlepcoHanbHasi OTBETCTBEHHOCTb.

[Ipenmonaraer BO3JI0)KEHHE OTBETCTBEHHOCTH 3a oOecreyeHre MHPOPMAIIMOHHON 0e30MmacHoCTH
Ha KaXIO0ro paboTHMKa B TpeAerax ero MOJHOMOYMi. B COOTBETCTBMM € 3TUM NPUHLIUIIOM
pacnpezielieHue IpaB U 00s3aHHOCTEH pPaOOTHUKOB CTPOUTCS TaKUM 00pa3oMm, YTOOBI B ciiydae JHO0ro
HApYyIIEHHUs KPYT BHUHOBHUKOB OB YETKO U3BECTECH WM CBEIEH K MUHUMYMY.

5.8. MunuMu3anyst DOJIHOMOYHM.

[Ipeamnonaraer mpeaocTaBiIeHUE TOIH30BATEIIM MUHUMAIBHBIX MPaB JOCTYIA B COOTBETCTBHH CO
ciry>ke0HOM HeoOX0aUMOCThIO. JlocTyn K nH(OpMaLIUK JOJKEH MPEAOCTABISTHCS TOJIBKO B TOM Cllydae U
00BEMeE, eciti 3TO HeOOX0IMMO PaOOTHUKY VISl BBIMIOJTHEHUS €TI0 JOHKHOCTHBIX 0053aHHOCTEH.

5.9. I'nbGkocTh cucTeMbl HHGOPMAITMOHHON 0€30MacCHOCTH.

[Ipenmonaraer crmocoOHOCTh CHUCTEMBI HMH(DOPMAIMOHHOW 0€30MacHOCTH pearupoBaTh Ha
W3MEHEHHUS BHEIIHEH Cpelbl U YCIOBHI OCYIIECTBICHHS YUPEKIECHUEM CBOCH nearenbHoCTU. B uucio
TaKWX U3MEHEHHI BXOJIIT:

- I3MEHEHUSI OPTaHU3aIMOHHON U IITATHON CTPYKTYPBI Y UpExkKICHNUS;

- WM3MCHEHHWE CYIIECTBYIOUIMX WM BHEIPECHUE TNPUHIMIUAIGHO HOBBIX HWH(POPMAIMOHHBIX
CHUCTEM,;

- BBOJI B DKCIUTyaTaI[I0 HOBBIX TEXHUYECKHUX CPEJICTB.

5.10. IlpocToTa mpUMeHEeHUs CPECTB 3AIIUTHI.

MexaHu3Mbl U METOJIbI CHCTEMBI 3allUThl MH()OPMAIUHN JOJDKHBI OBITh MOHSATHBI U MPOCTHI B
ucnonp3oBaHuu. [IpuMeHeHHe CpeACTB M METOJOB 3alllUThl HE CBA3aHO CO 3HAHHEM CHeElHallbHbBIX
SI3BIKOB WJIM C BBITMOJIHEHHEM JICHCTBHIA, TPEOYIOIUX 3HAUYNTEIFHBIX JONOTHUTEIBHBIX TPYA03aTPaT MPH
OOBbIUHOM paboTe 3aperucTpUPOBAaHHBIX IOJb30BATENEH, a Takke HE TpeOyeT OT MOoJb30BaTeNs
BBITTOJIHEHUS] MAJOMOHSATHBIX €My OIlEepanni.

5.11. O60CHOBaHHOCTb M TEXHUYECKAs PEATU3yeMOCTb.

[Ipeamonaraer, uTo WHPOPMALMOHHBIE TEXHOJIOTHH, TEXHUYECKHE M MPOTPAMMHBIC CpPEICTBA,
CpeAcTBa M Mephbl 3allUThl MHPOPMALUHU PEATHU3YIOTCS Ha COBPEMEHHOM TEXHHUYECKOM YpPOBHE H
00OCHOBAHBI JISi JTOCTH)KEHUS 3aJaHHOTO YPOBHS O€30MacHOCTH HH(OpMAIMK M HSKOHOMHYECKON
11€J1eCO00Pa3HOCTH, a TAK)KE COOTBETCTBYIOT YCTAHOBJICHHBIM HOPMaM U TpeOOBaHUSAM 10 O€30M1aCHOCTH
HH(pOpMaLINH.

5.12. Crnenuanuzaius 1 npodeccruoHain3M.

[Ipenamonaraer mpuBiedYeHHE K Pa3pabOTKE CPEACTB W peaH3ald Mep 3alluThl WHPOpMaIuu
CNELUAIN3UPOBAHHBIX OpraHu3anuii, HauboJsee MoArOTOBJICHHBIX K KOHKPETHOMY BUY JAEATEIbHOCTH IO
o0ecrniedyeHn0 0e30MacHOCTH MH(OPMAIMOHHBIX PECYPCOB, MMEIOLIUX OIBIT MPAaKTUYECKON paboThl U
TOCYJapCTBEHHYIO JIMIIEH3MI0 Ha TMpaBO OKa3aHMs yciayr B JToM obmactu. Peamusarus
aIMUHUCTPATHBHBIX Mep M OKCIUIyaTalus CPEICTB 3allUThl OCYIIECTBISIETCS MPO(EeCcCHOHAIBHO
MOJIrOTOBJICHHBIMU CHEIMATMCTAMH 3alUThl HHQOpMAIMK Y UpEKICHHUS.

5.13. O6s3aTeNnbHOCTH KOHTPOJISL.

[Ipennonaraer 00sA3aTENPHOCTh M CBOEBPEMEHHOCTh BBISBICHUS M MPECEUYEHUS IOMBITOK
HapYyIICHHs YCTaHOBJICHHBIX IPaBMII oOecrieueH s 0€30MacHOCTH HH(DOPMAITHH.

KoHTpomb 3a 1esTenbHOCTHIO JIF000T0 MOJIb30BaTENs, KAK/I0T0 CPEJICTBA 3AIIUThHl U B OTHOLICHUN
T000T0 00BEKTa 3aIIUTHI OCYIIECTBISIETCS HA OCHOBE TIPUMEHEHHUSI CPEACTB ONEPATUBHOTO KOHTPOJIS H
pEerucTpalyy 1 OXBaTbIBa€T CAHKLIMOHWPOBAHHBIE U HECAHKIIMOHUPOBAHHbIE JEHCTBUS MOJIb30BATENEH.
BrrsiBiieHHBIe paOOTHUKAMU YUPEKACHUS HEIOCTATKH CHCTEMBI 3alUTHl WHPOPMAIMU TOBOISTCS 0
CBEJIEHUSI  HEMOCPEACTBEHHOro pykoBoautens. O  CyIIECTBEHHBIX HEJOCTaTKax  cooOlaercs
PYKOBOJMTEIO YUpEKIACHUS.

6. MEPBI, METO/IbI 1 CPEJCTBA OBECHEUEHUSA HHO®OPMAIIMOHHOM
BE3OIMACHOCTHA
6.1. Mepsb! obecrieueHrss “HPOPMAITMOHHOMN 0€30MMaCHOCTH.



6.1.1. 3akoHomarenbHble (IPaBOBBIE) MEphl oOecneueHHs] MH(POPMAMOHHOW OEe30MacHOCTH K
IIPaBOBBIM MepaM oOecredeHus HMHQPOPMALMOHHOM O€30IacHOCTH OTHOCATCA JeiCcTByroIME B
Poccuiickoit @enepannn 3aKOHOAATENBHBIE U UHBIE HOPMATHUBHBIE AKThl, PETJIAMEHTUPYIOLIME MpPAaBUJIA
oOpanieHuss ¢ MH(pOpMaIUel, 3aKkperuonMe paBa U O0S3aHHOCTH YYaCTHUKOB HMH(pOPMAalMOHHBIX
OTHOIICHHUH B Mpolecce ee 00pabOTKH U HCIIOIB30BaHMS, a TAKXKE yCTAaHABIMBAIOUINE OTBETCTBEHHOCTh
3a HapyweHus 3TuX npaBuil. IlpaBoBble Mepbl oOecrieueHMs MH(GOPMALMOHHON 0€30MacCHOCTH HOCST
YIPEXIAOMUN, TPOPHUIAKTHUECKUN XapakTep W TpPeOyloT MOCTOSIHHON pa3bsCHUTENBHOH paboThl C
I10JIb30BATEISIMU U 00CITYKUBAIOILUM IIEPCOHAIOM HH(OPMALIMOHHBIX CUCTEM Y UpPEXKICHHS.

6.1.2. TexHomoruueckue Mepsl odbecrnedeHus: THPOPMALMOHHOM 0€30MacCHOCTH K JaHHOMY BUIY
Mep obecrieyeHus: HHPOPMALIMOHHON 0€3011aCHOCTH OTHOCATCSI TEXHOJOIMUECKUE PELICHUs U NPHEMBI,
HaNpaBJICHHBIE HAa YMEHBIICHHE BO3MOXXHOCTH COBEpIIEHHUS pAaOOTHMKAMU OIIMOOK M HapyIIeHUH B
paMKax IpeAOoCTaBICHHBIX UM IIPaB U MOJTHOMOYHIA.

6.1.3. OpranuzanuoHHsle (aAMUHUCTPATHBHBIE) Mepbl obOecredeHuss HH(OPMAIMOHHON
0€30I1aCHOCTH.

Opranu3anroHHble (aAMUHUCTPATHBHBIE) MEPHI oOecTiedeHnss HHHOPMAITMOHHON O€30MacCHOCTH —
3TO Mepbl OPraHU3ALMOHHOI0 XapaKTepa, PEeriaMeHTUPYIOLIME PoLecchl (PYHKIIMOHUPOBAHUS CUCTEMBI
00pabOTKU JTaHHBIX, UCIOJIB30BAHUE €€ PECYPCOB, ACATEIBHOCTh 00CTYKHBAIOIIETO MIEPCOHANA, a TAKXKE
HOPSAA0K B3aMMOJICHCTBHS MOJIb30BaTeNeil ¢ cUCTEMOI TakuM 00pa3oM, YTOObI B HAMOOJbILEH CTENEHH
3aTPyJHUTh WM HCKIIOYUTH BO3MOXKHOCTH peaIM3alUd yrpo3 0O€30MacHOCTH WM CHU3UTH pa3Mep
noTepb B ciydyae ux peannzauud. OpraHu3alMOHHBIMU (aJMHUHUCTPATUBHBIMU) MEpaMu OOeCIeYeHUs
MH(POPMAIIMOHHOMN 0€30MaCHOCTH SBIISIOTCS:

- peryiaMeHTalus A0CTyIa B 3aHie Y UpeKACHUS;

- periiaMeHTanus J0MycKa pabOTHHKOB K HCIOJIB30BAHNIO HHPOPMALMOHHBIX PECYPCOB;

- aHaJIW3 TpeOOBAHUH K JIEMEHTaM CHCTEMbl Ha OCHOBE 3asIBOK I10JIb30BaTeNIei Ha 00CIy)KUBaHUE
¥ MOAM(HKALINIO allapaTHBIX U IPOrPAMMHBIX PECYpPCOB;

- obecrieyeHne M KOHTPOJIb (PU3UUECKOM 1ETOCTHOCTH (HEM3MEHHOCTH KOH(UTYpalui) CpeacTB
BBIUHCIUTENbHON TEXHUKHY;

- 00yueHue MoJb30BaTesel; AeITeNbHOCTh 0 00eCeYyeHUI0 HH(OPMAIIMOHHON 0€30MacHOCTH;

- ycinoBusi 00paOOTKM MHGOPMAIMOHHBIX PECYPCOB  KOH(MUICHIMAIBLHOTO  XapakTepa,
OTBETCTBEHHOCTh 3a HAapYIIEHUS YCTAHOBJICHHOIO TMOpPs/AKAa TIOJIb30BaHUS HMH(POPMAIIMOHHBIMU
pecypcaMu Y UpexkICHHUS.

6.1.4. ®usnueckue Mepsl odecredeHuss THPOPMALMOHHONW OE30MaCHOCTH.

dusnueckue Mepbl obecrieueHuss HHHOPMAIIMOHHONW 0€30MacCHOCTH OCHOBAaHBI Ha NMPUMEHEHUU
MEXaHWYECKHUX,  DJJEKTPOHHBIX  WJIH  JIEKTPOHHO-MEXAHMUYECKHX  YCTPOMCTB,  CIIELHUAIBHO
MpeHa3HAYEHHBIX JJIS CO3/laHusl (PU3MYECKUX MPENSTCTBUI HAa BO3MOXKHBIX MYTSIX MPOHUKHOBEHUS U
J0CTyNa MOTEHIHMAIbHBIX HApYIIUTENEH K »lIeMeHTaM WH(GOPMAIMOHHBIX CHCTEM U 3allMIIaeMOi
nH(pOpMaLIHH.

6.1.5. Texuuueckue Mepsl o0ecriedeHnss HHPOPMALIMOHHOM 0€3011acHOCTH.

TexHunueckue (anmapaTHO-IPOrpaMMHBIE) Mepbl obecriedeHus] THPOPMAITMOHHON 0€30MacHOCTH
OCHOBaHbl Ha HCIIOJIb30BAaHUM 3JIEKTPOHHBIX YCTPOMCTB M CHELMAIBHBIX MPOTPAMM M BBIITOJIHAIOIINAX
(caMOCTOATENBHO WJIM B KOMIUIEKCE C JIPYTMMH CpelcTBaMu) (PYHKUMHU 3aIIUThl (MIAEHTU(UKALNUIO U
ayTeHTU(UKALMIO TOJIb30BaTeel, pa3rpaHWYeHHe AOCTyHa K pecypcaM, PEeruCTpalfio COOBITHIA,
KpunTorpaduueckoe 3aKkpriTie HHHOPMAIUN).

7. OCOBEHHOCTH OFPABOTKH HH®OPMAIIUU, COAEPKAIIENA ITEPCOHAJIbHBIE
JAHHBIE
7.1. Bce nepcoHanbHble JaHHBIE CyOBEKTa YUpexkIeHHUs CIelyeT Moiay4yaTh Yy Hero camoro (s
BOCIIMTAHHUKOB YUPEKICHHUS OT POAWUTENEN — 3aKOHHBIX IpeAcTaBuUTelnel). Ecinu mepcoHanbHbIE
JAHHBIE BO3MOXHO MOIYYUTh TOJIBKO Y TPEThEH CTOPOHBI, TO CYOBEKT MEPCOHANBHBIX JaHHBIX JIOJIKEH
OBITH YBEIOMJICH 00 3TOM 3apaHee U OT HEro JOJKHO OBITh MOTYYeHO MUCHhbMEHHOE COTJIacue.



JloIKHOCTHOE U0 YUPEXKICHHUS TOJKHO COOOIIUTH CYOBEKTY MepCOHANBHBIX JaHHBIX O LEIsX,
IPEJIoIaraéMbIX UCTOYHUKAX M CHoco0ax IMOJy4eHMs MEpCOHAJIbHBIX JaHHBIX, a TAKXKE O XapakTepe
noJytexamux noiaydenuto [1/] u mocneacTBusx oTkasa 1aTh MUCbMEHHOE COTJIACKE HA UX MOJTyYCHHUE.

7.2. YupexxaeHue He MMeeT IpaBa Moly4aTb U 00pabaThiBaTh JaHHbIE CYOBEKTa MEPCOHAIBHBIX
JaHHBIX O €r0 PAacOBOH, HAIIMOHAJILHOW MPUHAICKHOCTH, MOJTUTUYECKUX B3ITIAAAX, PEITUTHO3HBIX HITH
¢bmnocopckux yOexIeHUsIX, COCTOSHUHU 3I0pOBbS, YAaCTHOM JXKM3HU. B ciywasx, HemocpeacTBEHHO
CBSI3aHHBIX C BOIIPOCAMHU TPYAOBBIX OTHOILIEHUH, B COOTBETCTBUU cO cT. 24 Koncruryuuu Poccuiickoi
@enepanuu paboTojaTenb BIpaBe MOMydaTh W 0OpaOaThiBaTh JAHHBIE O YaCTHOM >KHM3HUM pabOTHHKA
TOJIBKO C €r0 MUCbMEHHOT'O COTJIACHSI.

7.3. CyOBbeKT epCOHANbHBIX JIaHHBIX CaMOCTOSATENbHO MPUHUMAET PELICHUE O NMPEAOCTABICHUN
CBOWIX MIEPCOHAIBHBIX JAHHBIX U AAa€T coriacue Ha uX 00paboTKy.

7.4. OOpaboTka yKa3aHHBIX JaHHBIX BO3MOXKHa 0€3 €ro corjacus B COOTBETCTBUU €O CT.6
®enepanbHbIM 3aK0HOM OT 27.07.2006 Nel52 «O nepcoHaabHBIX TaHHBIX».

7.5. Cornacue Ha 00pabOTKY MEPCOHAIBHBIX JaHHBIX O(OPMIISIETCS B IMCbMEHHOM BU/IE.

7.6. IlucekmMenHOe coriacue Ha 0OpabOTKy CBOMX NMEPCOHAIBHBIX JaHHBIX JOJDKHO BKIIOYATh B
cels:

- (amwimio, WMs, OTYECTBO, aApeC CyOBEKTa IEpPCOHATBHBIX JAaHHBIX, HOMEP OCHOBHOTO
JOKYMEHTA, YJOCTOBEPSIOIIEr0 €ro JIMYHOCTb, CBEJCHHUSA O JaTe BbIJaud YKa3aHHOIO JOKYMEHTa U
BBIJIABIIIEM €ro OpraHe; HauMeHOBaHHE ((paMHIIMIO, UMs, OTYECTBO) U aJpPEC OIepaTopa, MOIyJaroIero
corjacue CyObeKTa MEepCOHAJBbHBIX JaHHBIX; I1eJb OOpaOOTKM NEPCOHAIBHBIX JAHHBIX; MEpedYeHb
MEPCOHATBHBIX JAaHHBIX, HA 00Pa0OTKY KOTOPBIX TAETCS COTIacue CyOBEKTa MEepPCOHATbHBIX JaHHBIX;
nepevyeHb JeHCTBUN C NEepCOHANBbHBIMM JIaHHBIMH Ha COBEpLICHHE KOTOPHIX JaeTcs coriacue, oouiee
OIMCAaHUE HCIIOJIB3YEMBIX OIEPaTOpoOM CIOCOO0B 00paOOTKM NEPCOHAIBHBIX JIaHHBIX; CPOK, B TE€UEHHUE
KOTOPOTro JIEHCTBYET corjacue, a Takke HOPsI0K €ro OT3bIBa.

7.7. Cormacue Ha 00pabOTKYy IEPCOHATBHBIX JAaHHBIX MOXET OBITh OTO3BAHO CYOBEKTOM
NEPCOHAIBHBIX JAHHBIX IO MMCHMEHHOMY 3alpocy Ha UM JUPEKTopa Y UpekICHHs.

7.8. CyOBeKT NepCOHANIBHBIX JAHHBIX MMEET MIPaBoO Ha MOJyUYEHHE CleAYIomeld HHPOopMaIuu:

- CBEJICHMS O JIMLAX, KOTOPbIE UMEIOT JOCTYI K MEePCOHAIBHBIM JAHHBIM WM KOTOPBIM MOXKET
OBITh TPEIOCTABIICH TAKOH JOCTYI; MEpeYeHb 00pabaThIBaeMBbIX MIEPCOHANBHBIX JAHHBIX W MCTOYHHK MX
MOJTyYEeHHUST; CPOKU 00pabOTKHU MEPCOHAIBHBIX IAHHBIX, B TOM YHCJIE CPOKU MX XPAHEHUS;

- CBEJICHUS O TOM, KaKHe OPHIMYECKHE TIOCIEACTBUS IS CyOBEKTa MEPCOHAIBHBIX TaHHBIX
MOJKET IOBJIeYb 32 COOON 00pabOoTKa ero NepcoHaIbHBIX JaHHBIX.

7.9. CyObeKkT mnepcoHaJbHBIX JAHHBIX BIIpaBe TpeOOBaTh OT ONepaTopa YTOYHEHMS] CBOMX
NEPCOHATBHBIX JIaHHBIX, UX OJIOKUPOBaHMS WM YHUYTOXKEHHUS B Cllyyae, €CIM NEepCOHAIbHBIX JIAaHHBIX
SIBIISTIOTCSI HETIOJTHBIMU, YCTApPEBIIUMH, HEAOCTOBEPHBIMH, HE3aKOHHO TOyYEHHBIMH HJIM HE SBIISFOTCS
HEOO0XOAUMBIMU /1711 3asIBIICHHOH 11e7T 00pabOTKH.

7.10. CBeneHuss O TMEPCOHAIbHBIX JAHHBIX  JOJDKHBI OBITH TPEJOCTaBICHBI CYOBEKTY
NEPCOHATBHBIX JIaHHBIX ONEpPaToOpoM B JOCTYNMHOM ¢opMe, U B HUX HE JIOJKHBI COJEpPXKATbCs B
MIEPCOHATBHBIX JAHHBIX, OTHOCSIIUECS K IPYTUM CYOBEKTaM MEePCOHATBHBIX TAHHBIX.

7.11. JlocTynm K CBOMM IEPCOHAJIBHBIM JAaHHBIM IPEJOCTABIAETCS CYOBEKTY NEepCOHAJIBHBIX
JaHHBIX WM €ro 3aKOHHOMY IIPEICTaBUTEII0 ONEpaTOPOM IPH IOJyYSeHHH NHCBMEHHOTO 3ampoca
CyObeKTa MEepCOHAJBHBIX JAHHBIX WM €r0 3aKOHHOIrO MpejacTaBuTeNs. [IMCBMEHHBIN 3ampoc J0JKeH
OBITh aJpecOBaH HA UM TUPEKTOpa YUPEKJACHUS HITH Ha YITOTHOMOUYEHHOE PYKOBOAHUTEIIEM JIUIIO.

7.12. CyOBexkT B mpaBe O00KaloBaThb B YMOJHOMOYEHHBIN OpraH MO 3alluTe MpaB CYyObEKTOB
MEPCOHANBHBIX JaHHBIX WJIH B CyIeOHOM TIOpSIKE HENpaBOMEpHBIE JCHCTBUS WM Oe3IeHCTBHS
NEPCOHATBHBIX JAHHBIX JOJDKHOCTHBIX JIML YUpexkIeHHUs MpH 00paboTKe M 3alUTe ero NepCOHaIbHBIX
TaHHBIX.

8. OBSI3AHHOCTHU U ITPABA JOJI’)KHOCTHBIX JIMILL
8.1. pykoBogUTENh YUpEKACHUS OpPraHu3yeT paboTy MO TOCTPOCHHUIO CHUCTEMBI 3aIUTHI
nH(pOpPMaMOHHOM cUCTeMBbI. B wacTHOCTH:



- Ha3HAYaeT OTBETCTBEHHOTO 3a OPTraHU3aIMIO 3allUThl MH(OpMAIMM M3 YHUCIA COTPYIHHKOB
Yupexnenus;

- YTBEP)KIAeT KPYT JIUI, UMEIOIIUX JOCTYI K 3aIIXIIaeMoi HH(POPMAIIUU U MOPSAIOK UX padoThI,

- YTBEPXkJAaeT KOMIUIEKT JOKYMEHTOB, OIPEACISIOIUX IOJIUTUKY B OTHOIIEHUH  3alUThI
uH(OpPMALUU B YUPESKICHHUHU, & TAKXKE JIOKAJTbHBIE aKThl, YCTAHABJIMBAIOUINX MPOLEIYphl, HAIIPAaBICHHBIC
Ha Mpe0TBpallleHUE U BbIABICHUE HApYLIEHUH 3aKoHOoJaTeabcTBa PO.

8.2. OTBETCTBEHHBIH 32 3aIUTY WH(POPMAIIHUH:

- pas3pabaTblBacT OPIraHMU3ALUOHHO-PACIIOPAIUTENbHBIE JOKYMEHTHI [0 BONPOCaM 3alllUThl
uHpopmanuu npu e€ 00paboTKe ¢ MOMOIIbIO HH()OPMAITMOHHON CUCTEMBI;

- KOHTPOJIMPYET HCIOJHEHUE IPHUKA30B M PACHOPSDKEHHM BBIIIECTOSIIIUX OpraHu3alui 1o
BOIMpocaM oOecriedeHus: 6e30nacHOCTH HHPOPMALINY;

- o0ecrieunBaeT 3aluMTy HHGOPMaLUK, HUPKYIUpPYOlIel Ha 00beKTax HH(POpMaTH3aLIH;

- IPOBOAMT CUCTEMATUYECKUI KOHTPOJIb pabOTHI CUCTEM 3alUTHl WH()OpMaIK, TPUMEHIEMBIX B
MH(GOPMALIMOHHOM CHUCTEME, a TaKXKe 3a BBIIOJIHEHUEM KOMIUIEKCAa OPraHU3allMOHHBIX MEPONPUSATHH 110
o0ecriedeHnto 6e30MacHOCTH WH(POPMAIINH;

- IPOBOJIUT MHCTPYKTAX MOJIb30BaTes el MH(YOPMAIIMOHHON CHCTEMBI;

- KOHTPOJIMPYET BBIMOJIHEHHE aIMHUHHCTPATOPOM HH()OPMALMOHHOW CHCTEMBI 005S3aHHOCTEH 1O
obecreyeHn0 (PyHKIMOHUPOBAHMUSI CHUCTEM 3alluThl HH(poOpMalMM (HACTpOHKa U COIPOBOXKICHUE
MOJICUCTEMBI  yIIPABIEHHUsI JOCTYIIOM TIOJB30BATENd K 3aIIMIIAEMbIM HH(POPMALMOHHBIM pecypcam
MH(POPMALIMOHHOM CUCTEMBbI, aHTUBUPYCHAs 3alllUTa, PE3EPBHOE KOMUPOBAHUE IAHHBIX U T.[1.);

- KOHTPOJIUPYET MOPSAOK Yy4€Ta M XpaHCHHS MAIIWHHBIX HOCHTENEeH KOH(HICHIHMATHHON
nHpopManuu;

- y4acTByeT B paboTax 1O BHECEHUIO M3MEHEHHWI B almapaTHO-NMPOrPaMMHYIO KOH(HUTYPAITUIO
MH(GOPMALIMOHHOM CUCTEMBI;

- OTpeseNsieT MOPSA0K U OCYIIECTBIISIET KOHTPOJIb PEMOHTA CPEJICTB BBIYMCIUTEIHHON TEXHHUKH,
BXO/ISIIIIUX B COCTaB MH(POPMAITMOHHON CUCTEMBI;

- IPUHUMAET MEPHI M0 ONEPATUBHOMY M3MEHEHHIO Mapojiel MPH yBOJIBHEHUH WM TTepPEMEIICHUN
COTPY/HUKOB, UMEBIIMX JIOMYCK K MHPOPMALIMOHHON CUCTEME;

- TpeOyeT YCTpaHEHHWs BBISBICHHBIX HApYIIEHUH ¥ HEIOCTAaTKOB, JaeT 0Os3aTeIbHBIE IS
UCTIOJIHEHUS YKa3aHUs 10 BOIIpocaM o0ecrieueH sl MOJI0KEHUH HHCTPYKIMIA 1O 3aiuTe HH(popMarum;

- TpeOyeT OT pabOTHUKOB MPEACTABJICHUS MUCBMEHHBIX OOBSICHEHHWH MO (pakTam HapyIIeHHS
pekuMa KOH(UICHINAIBHOCTH;

- B CITy4yae BBISBIICHUS IOMBITOK HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MHPOPMAIIUU HIIH TOMBITOK
XMILIEHNS, KOMMPOBAHUS, U3MEHEHHUs, HE3aMeUIUTEIbHO PUHUMAET Mephl NMPECEUCHNs U JTOKJIAJbIBAeT
PYKOBOJIUTEIIO Y UpExKICHUS,

- 00 MMEIOIIMXCS HEJNOCTaTKaX M BBIABJICHHBIX HAapyLICHUSX TpeOOBaHHM HOPMATHBHBIX U
PYKOBOJSIIIIMX JOKYMEHTOB IO 3aIIUTe WHPOPMAIINH, a TAK)KE B YCTAHOBIICHHBIE CPOKH MOJIIOTABIUBACT
HE00XO0IMMYIO OTYETHYIO IOKYMEHTAIIUIO O COCTOSIHMM Pa0OT MO 3aIIUTe HH()OPMAIIHH.

8.3. HecooTBeTcTBHE MEp yCTaHOBJIEHHBIM TPEOOBAHUAM WJIM HOpPMaM IO 3aliuTe MH(pOpMaluy,
ABIISICTCA HapylIEHUEeM U BJIEYET aJIMUHUCTPATHMBHOE HAKa3aHWE OTBETCTBEHHBIX JIUI] B COOTBETCTBUU C
3aKOHOIATEILCTBOM PO.

9. BAK/IIOYUTEJBHBIE MOJIOKEHUSA

9.1. Ilonmo>xeHue BCTYMAET B CUIIYy C MOMEHTA €0 YTBEPKIACHUS.

9.2. [TonoxeHue sABISETCS JOKATIBHBIM aKTOM YupexeHus. BHeceHre n3MeHeHui 1 JoMoTHeHUH
B [lonoxeHnne ocymecTBIseTCs B OPSIKE €ro MPUHSTHS.

9.3. Hacrosimee IlomoxeHne MOXET OBITh W3MEHEHO (JIOTOJIHEHO) JIOKAaIbHBIM aKTOM
YupexaeHus.



