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HHCTPYKIUA
N0JIb30BATE/Is CPEACTB KpUNTOrpaduyeckoii 3amuTel nHpopmanun B Oprauusanun

1. OBIIHUE NMOJIOXKEHUS

1.1. Hacrosimast UHCTpyK1uMs onpenensier:

- NOPAZOK OOpalleHUst CO CPeICTBaMK KPHITOrpadyecKon 3aiuThl MHGOpManuH (nauee —
CK3W) u kpuntorpadu4ecKuMu KIIIOYaMu;

- OCHOBHBIE OO0SI3aHHOCTH, IIpaBa M OTBETCTBEHHOCTH mnoib3oBarens CK3U (nanee —
[Tonb3oBarens);

—  JeHCTBHS IIPH KOMIIPOMETAIMH KIIOYEH M BOCCTAHOBJICHHH KOH(PHICHIIHAIBLHOM CBSI3H;

— crnienuanbHble TpedoBanus 1o oopaborke uHpopmanuu ¢ ucnosinzopanuem CK3U;

1.2. JlesrenbrocTh [Tosib30BaTesnsi KOHTPOJIMPYETCS €r0 HENOCPEACTBEHHBIM PYKOBOIUTEIEM.

2. OCHOBHBIE OBSI3AHHOCTH MOJIB30OBATEJISA

2.1. ITonw3oBarens 06s3aH:

- cobmonare TpeboBanus no obecneyenuto 6e3onacuoctu Gpynkuuonuposanus CK3U;

—  obecneyuTh KOHQHICHIHATBHOCTH BCEH MH(OpPMAIMH OrpaHHYEHHOIO PacnpOCTPaHEHHUs,
JOCTYITHOM 110 POJY BBIMOJHAEMBIX (PYHKIIHOHAIBHBIX 0053aHHOCTENH;

- caatb orBercTBeHHOMY JiMily 3a CK3U nHocutenn kimodeBoi uadopmanun (nanee — HKH)
OpH YBOJIBHCHHHM WJIM OTCTPAHEHHMHM OT MCIONHEHHWs 00s3aHHOCTEH, CBS3aHHBIX C MCIOJIB30BAHHEM
CK3U;

-~ caarb orBercTBeHHOMY Jimily 3a CK3U nocutenu kmoueBoit unpopmaimu (nanee — HKHN)
N0 OKOHYaHHH CPOKa JCHCTBHA CepTH(HUKATA KITIOYa, a TAKXKE B CIIlydae KOMITPOMETAIMH KIH0Ya;

- HEME/UICHHO  yBEJIOMJIsiTh ~ oTBeTcTBeHHOe juuo 3a CK3U o komnpomeranuu
KpHITOrpad)uyeCKuX KIIOYEi;

- HEME/UICHHO YBeIOMJIATh O0TBeTCTBeHHOE 1o 3a CK3U o ¢akrax yTpaTsl WM HEIOCTauH
CK3HU, HKH;

- BBINOJHATL BCe TpeboBaHMsi Hacrosimeii MHCTpyKuMH, TpaBuia, H3JI0KEHHbIC B
SKCIUTyaTallMOHHO# JokymeHTauun Ha CK3M, a Takxke Apyrue JOKYMEHTBI, perjiaMeHTHpYIOIHe
nopsaok padorsl ¢ CK3U;

— B IpeJesiaX CBOCH KOMIIETCHIMH NPEJOCTaBIIsATh HH(YOPMALNIO KOMHCCHH, MPOBOISIIEH
ciry)eOHble paccie/oBaHds 110 (akTaM KOMIIPOMETAIMH, 4 TAKKE BHIABJICHHIO TPUYHH HapyLICHHS
TpeboBanmii 6e3onacnoct pynkunonuposanus CK3U.

3. IPABA TTOJIB3OBATEJIS
3.1. Ilonp3oBarens HMeeT Npaso:
- BHOCHTB IIpeJulokeHus: PykoBoacTBy o coBepimercrBoBanmio CK3U;
- HOBBIIATH YPOBEHb KBaTH(pHKAIMHK 110 Huenonb3oBanuio CK3U.



4. IOPAIOK OBPAIIEHUS CO CPEACTBAMMU KPUIITOIPA®UYECKOM 3AIIIUTHI
HH®OPMAILIUH

4.1. MonTax u yeranoska CK3U ocymiectsisiercst oTBeTcTBEeHHBIM junom 3a CK3U.

4.2. Cnyxebuble noMelienus, B KoTopbix pasmemaiorcss CK3U, n0/oKHBI OTBeYaTh BCEM
TpeGoBanuaM 110 060PYI0BAHHIO H OXPAHE, MPEIbIBISEMbIM K TIOMEIICHHAM, BbIIETECHHBIM Ul paboThI
¢ xonbuneHIManbHOH uHpopmanmeit. /s XxpaHeHuss HOCHTeNeH KioueBod MHpOpPMALMK NOMELICHHUS
obecneunBaioTes celipamu (MeTaLTHIECKHME mKadamu), 000pyayIOTCS OXPaHHOM CHTHAIM3ALHEH U 110
yOBITHH COTPY/IHMKOB 3aKpBIBAIOTCS, OINEYaThIBAIOTCS JIMYHBIMHM I€YaTsMHM OTBETCTBCHHBIX JIMIl H
CIAI0TCHA MO OXPaHy.

4.3. Jlybnukatel Kmoueit oT celoB (a TaxKe 3HaUCHHS KOJIOB — IIPH HAJIMYHK KOJIOBBIX 3aMKOB)
MOJb30BaTElNeH JO/DKHBI XPAHUTHCS B ceii(pe pyKOBOAUTENS MO/ApA3/ICIeHUsl B yIAKOBKAX, OleYaTaHHbIX
AWYHBIMHM TI€YaTSAMHM  TIoJb30BaTeNieil. HecaHKIMOHMpPOBAaHHOE H3rOTOBJIECHHE NYOJIMKATOB KIIOYCH
3AITPEIIEHO. B cnydae yrepu kimoya Mexanu3M (cekper) 3amka (6o cam ceitd) mo/mkeH ObITh
3aMEHEH.

4.4. K skcruryarauuun CK3U nonyckarorest imua, npomeaimue CoOOTBETCTBYIONIYIO MOATOTOBKY H
H3Y4YHBIIIKE MpaBHiia mosib3oBanus JanHbiM CK3U.

4.5. Bee nporpammuoe obecrieuenne [19BM, npennaznadennoii juis ycranosku CK3H, nomkHo
HMETh COOTBETCTBYIOIIHUE JIMIICH3MH. Y CTAHOBKA CPE/ICTB pa3pabOTKH M OTJIAJIKU NIPOrpamMM Ha pabovyio
cranmio, ucnoan3yromyio CK3H, ne nonyckaercs.

5. UICMOJIb30OBAHME 3JIEKTPOHHOM NOANUCHU

5.1. DneKkTpoHHasi MOINKCHL — WHQOpPMAIMS B JJIEKTPOHHOH (hopMe, KOTOpas INPHCOEAMHEHa K
Apyro# MHpOpMANMM B NEKTPOHHON (opme (moamuchiBaeMod HMH(OpPMAIMU) WM HHBIM 00pa3om
CBfI3aHA ¢ TakoW WH(oOpMalMed W KOTOpas HCIOJIB3YeTCs Uil ONpPEIEICHHs JIMIA, MOJITHCHIBAIOIIETO
HHpopManHIo.

5.2. Ceprudukar Kio4a MOANHCH — JOKYMEHT Ha OyMakHOM HOCHTENIC WM 3JIEKTPOHHBIH
JIOKYMEHT € 2JIEKTPOHHOM MOANKCHIO Y AOCTOBEPSIOLIETO EHTPa, KOTOPhIE BKIIOYAIOT B ¢€0sl OTKPbITHI
KJIIOY  DJIEKTPOHHOM TOJIMCH W  KOTOpbIE BBIAAIOTCS Y IOCTOBEPSIOIIUM LEHTPOM  yYaCTHHKY
MHPOPMAIMOHHONW  CHCTEMbI JUIA  MOATBEPXKIACHHMS MOIMHHOCTA  OJIEKTPOHHOH  MOJMIUCH |
uIeHTH(HKALMH BIIaJIeIIbila cepTURHUKATA KIIIOYA MOITHCH.

5.3. Buazenen ceprudpHkara KIOYa TOMNUCH — (PU3HYECKOE JIMIO, HA HMMs KOTOpPOro
VY 10CTOBEPSIONIMM IIEHTPOM BbIJIaH cepTH(HKAT KITtoUa MOJIMKCH U KOTOPOE BIIAJIEET COOTBETCTBYIOIIUM
3aKPHITHIM KJIFOYOM JIEKTPOHHOM MOITHCH, MO3BOJISIIOIMM C TIOMOIIBIO CPE/ICTB SJIEKTPOHHON TTO/IHCH
CO3/1aBaTh CBOIO 3JIEKTPOHHYIO MOJIMKCH B JJIEKTPOHHBIX JOKYMEHTaxX (IOJMMCBHIBATH JJICKTPOHHbIC
JIOKYMEHTBI).

5.4. TloarBep)KAeHHE TMO/UIMHHOCTH SJIEKTPOHHOH IOJIUCH B DJIEKTPOHHOM JIOKYMEHTE —
MOJNIOKUTENBHBIA ~ Pe3yJIbTaT  MPOBEPKH  COOTBETCTBYIOLIIMM  CEPTH(MIMPOBAHHBIM  CPE/ICTBOM
5JEKTPOHHOM TOANMKCH C HCIHOJb30BaHWEM cepTHHKaTa Kioua MONIHCH TPHHAICKHOCTH
3JIEKTPOHHOM MOAMMCH B SJIEKTPOHHOM JIOKYMEHTE BiaJelblly cepTH(UKara Kixoda MHOANUCH H
OTCYTCTBHSi HCKQXKEHHH B TIOANMCAHHOM JIAHHOHN 3JIEKTPOHHOM NOIHMCHIO 2JIEKTPOHHOM JIOKYMEHTE.

5.5. DnexTpoHHas MOANKMCH B SJIEKTPOHHOM JIOKYMEHTE PpaBHO3Ha4yHa COOCTBEHHOPYYHOH
MOJIIMCH BJaJeNblla KJII0Ya B JIOKYMEHTE Ha OyMa)XKHOM HOCHTEJE IPH OJHOBPEMEHHOM COOJIIOJEHHH
CIIEIYIOIIUX YCIOBUM:

= cepTidHKAT KIHOYA MOJNUCH, OTHOCSIIUNCS K OTOW DJIEKTPOHHOM IOIIKCH, HE yTPaTHII
culy (IeCTBYeT) Ha MOMEHT MPOBEPKM MJIM Ha MOMEHT IOJNMCaHMs 3JIEKTPOHHOTO NOKYMEHTA IpU
HAJIMYMH J0KA3aTeIbCTB, ONPEAE/IAIOIMNX MOMEHT MOIMCAHMS;

- MOATBEPXK/ICHA TONTHHHOCTH JICKTPOHHOMU TOIKMCH B 3JIEKTPOHHOM JIOKYMEHTE;

= 5JIEKTPOHHAs TOANUCH HCIIOJB3YETCs B COOTBETCTBMM CO CBEICHHUSAMH, YKa3aHHBIMH B
ceprrdukaTe KIro4a NOIANKUCH.



6. MOPSIIOK OBPAILIEHUS C KJIFOYAMM 311

6.1. Kpunrorpaguueckuii Kkmo4 Biajenbla KIoYa MPUMEHSETCS JUIS NOANMCAHUS (IPOBEPKH
3EKTPOHHOM MOIHCH) JIEKTPOHHBIX IOKYMEHTOB JI0 OKOHYAHHMSI CPOKA €ro NeHCTBUS M HACTYIUICHHUS
COOBITHS, TPAKTYEMOI'0 KaK KOMIIPOMETAIUs KPUNTOKIIIOYEH.

6.2. Bmagenen onektponnoit nommucu (DI) — momesoBarens CK3W, momy4nBuimid
VCTAHOBICHHLIM MOPSAJKOM IIPaBO HMCHOJL30BaTh MNepcoHanbHbIi Kmou Ol mwis  yxocToBepeHMs
CONepXaHHs MEKTPOHHBIX JOKYMEHTOB ¥ (WJIM) ayTeHTH(HKALMK B €IMHOH CUCTEME HICHTU(DHKALNH H
avTeHTHOHKAIHH .

6.3 Jlosepennoe ymio Bnanensua DI1 — none3opatens CK3U, mosny4uBHIME YCTAHOBICHHBIM
NOPAAKOM MPaBO MCHOJB30BaTh K04 Brazensua DI juis ynocroBepeHHst COACpKaHUs dIICKTPOHHBIX
JOKYMEHTOB M (WJIH) ayTeHTU(DHKALIUH.

6.4. Haznauenue BnanensieB DIl U noBepeHHBIX JIMIL OCYIIECTBIISIETCS HA OCHOBAHHMM MpHKa3a o
HasHadeHHH nojb3opareneit CK3U.

6.5. HKU sBusiorcs ob6bekTamMu 0co00M BaXHOCTH, T.K. OHH COAEpXaT HH(pOpMAalHio,
npeHa3HaYeHHYIO Ul rapaHTHPOBaHHOW MiacHTH(UKamu Brazenbuna Kiroda, 3alIMThl 2JIEKTPOHHOTO
JIOKYMEHTA OT MO/JIEJIKH, KOMITPOMETALUH.

6.6. Bnagenpupl Kmoueld HECyT IEPCOHANBHYIO OTBETCTBEHHOCTh 3a  oOOecreveHue
KOHQHIEHIIMAIBHOCTH  KMoueBod uH(opmamuum u  3amuty HKHW  or  HecaHKIIMOHMPOBAHHOI'O
HCIIOIL30BAHUSL.

6.7. Jns xpaHenus HocuTesiel KoueBoi undopmaimu TonbzoBatens nomKkeH ObITh obeciedeH
ceiiom. B cnyuae OTCYTCTBHS MHAMBHIyalbHOro ceiiha mo okoHyanuu paGouero jaus Ilonbsosarensb
0bs3an caasath HKU iy, OTBETCTBEHHOMY 3a XpaHEHHUE.

6.8. Kareropuyecku 3arnpenaercs:

— xpanuth HKW BHe celidoB H. NOMEIIEHHMH, TrapaHTUPYIOUIMX HX COXPaHHOCTb H
KOH(UICHINAIBHOCTD;

— BO Bpems pabotel octasisTh HKW 6Ge3 mpucmotpa (Hanpumep, Ha pabodyeM CTOJIC WM B
pazweme cuctemMHoro 6s1oka [19BM);

— xpauuth Ha HKU kakyro-mbo nadopmaiuio, Kpome KIo4eBOu;

— WCNONB30BaTh B mnomemeHusx, rae npumenstorcs CK3U, imyHble TEXHHYECKHE CPE/CTBa,
03BOJISIOIINE OCYIIECTBIISTH KOMUPOBAHHE KIIIOUEBOH HHMOPMAIIHH.

6.9. He mno3guee 10 aHedt 10 OKOHuYaHHMs CpoOKa JIEHCTBUS cepTH(HKAaTa KPUNTOKIIOYEH
[Tonb3oBaTens npepocTasiseTr oTBercTBeHHOMY nHIy 3a CK3M 3asBieHue Ha M3rOTOBJICHHE HOBOIO
KJTFOYA.

6.10. Tlocne BBoga B JeiictBHe HOBoro kimoua [lomb3oBarens 00s3aH  NPEAOCTABHTH
orBercTBeHHOMY Jsuny 3a CK3W K04, BbIBEJCHHBIH W3 IEHCTBHS JUIsl YHHUTOXKEHHS KIOYEBOM
UH(pOPMALH ¢ HOCUTEIS.

Hcnonb3oBanue KPUIITOKITIOUYEH, BBIBEICHHBIX M3 ACHCTBHS, 3alIpeLIaeTCs.

7. JEUCTBUSI IIPU KOMITIPOMETALMHA JAEACTBYIOIUX KJIIOYENA U
BOCCTAHOBJIEHHH KOHOUJEHIIUAJILHOM CBS3HU

7.1. Ilox xommpomeranueii Kpunrorpaguyeckoro Kiro4ya IMOHMMAaeTCsi yTpara JOBEpUsi K TOMY,
YTO JIAHHBIH K04 06ecneynBaeT OJHO3HAYHYIO HAeHTH(uKamuio Briasienbia 1 KOHOHIEHIHATBHOCTh
uH(opMmauK, o0pabaTbiBaeMoii ¢ ero moMompio. K CcOOBITHAM, CBS3aHHBIM C KOMIIpOMETal[HEeH
JNEUCTBYIOMUX KPUITOrpahuyecKuX KImoueH, OTHOCATCS:

- yrpara (xumenne) HKHW, B ToM uncie — ¢ mocineyromumM UxX 00HapyKeHHEM;

- yBOJbHEHHME (TlepeHa3HaueHHe) COTPYJHMKOB, MMEBIIMX JOCTYNl K  KJIIOYEBOH
HH(pOpMaIUH;

- nepejaya CeKpeTHBIX KIIOYEH 110 TMHHUHU CBA3U B OTKPHITOM BH/IE;

~ HapyIICHHE MPaBUJl XPaHEHUs KPHIITOKIIIOUEH

- BCKpBITHE (DAKTOB yTEUKH mepeaaBaeMoil WHGOpMALMH WIIM €€ MCKaKeHHsS (IIOJMEHBI,
MOJUICIIKH ),

- OTpHIIATEILHBIN Pe3y/IbTaT NPH HpoBepKe HanoxeHHo# OI1;



- BCE CITyHaH, KOT/Ia Helb3s JAOCTOBEPHO YCTaHOBHTB, 4To Npousouuto ¢ HKY (B Tom uncne
cyuaH, KOIJla KiOYeBOH HOCHTENb BBINET H3 CTPOS H J0Ka3aTe/bHO HE OMNPOBEPrHYTa BEPOATHOCTH
TOTO, 9TO JaHHBIH (aKT MPOU30IIEN B Pe3yIbTaTe 3NOYMBIILICHHBIX IEHCTBHH).

7.2. Tlpu HacTyIUIeHHH TO0OT0 H3 MEPEYHCICHHBIX BhIle COOBITHH BIIafielell KoY JOJDKEH
HEME/UICHHO NPEKPAaTHTh CBS3b C APYTHMH aDOHEHTaMH H COOOHMT: O (aKTe KOMIPOMETAIMH (vnm
npeanonaraeMoM (akTe KOMIpOMeTanuH) orercremmomy muuy 3a CK3M imuno, no tenedony,
37EKTPOHHOM MOYTE WM JPYTHM JOCTYNHBIM crocobom. B mobom caykae Biazenen Kimouya 00s3aH
yOEIUTECA, YTO €r0 COOOIIEHHE NOTYYEHO H NPOYTEHO aIpPecaToM.

7.3. Ipu moaTBeprkaeHUH (PaKTa KOMIPOMETALHH AckcTByrommx xmosci [loassosarens obs3an
0BeCIIeYnTh HEMELICHHOE H3bSTHE H3 00pAIIeHHs CKOMIPOMETHPOBAHHEIX KPHITOIPaQHECCRHX K04eH
# ciady uX oTeTcTBeHHOMY JiHiy 3a CK3H B Teuenue 3 paboumx aHei.

7.4. Jlns BOCCTAHOBJICHHS KOHQHICHIMAIBHOH CBS3M INOCIE KOMIDOMCTAlHE ICHCTEYIOMMX
xmoueii Tlons3oBarens nonyyaer y orserctennoro jmna 3a CK3U Hosbie kmoun Sl H5a ocsosasms
NPeIOCTaBICHHOTO 3asiBIICHHS.

8. OTBETCTBEHHOCTbD IIOJIb3OBATEJIA

8.1. Biazienent Kioua HECeT NEPCOHATBHYIO OTBETCTBEHHOCTh 33 KOH(DHICHIHATBHOCTD JTHYHBIX
KJIFOYEBBIX HOCHTEJIEH.

82. B ciydae HEHCHOJHEHHS HIM HEHA/UICKAIIEr0 BBHIIOJHEHHs TpeOOBaHMH HACTOSIICH
WUncrpykumu  [lonb3oBatens  Kmoda MOXeT ObiTh  TPUBIEYEH K JMCUHMIUIHHAPHOM W/
aJMHHHCTPATHBHOH OTBETCTBEHHOCTH B COOTBETCTBHH C JICHCTBYIOUIMM  3aKOHOJATEIBCTBOM
Poccuiickoii ®enepaiv.



