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HHCTPYKIUS
10 obecneveHHI0 6€30MaCHOCTH HKCIVIYaTALMH CPEACTB KPHITOrpadHIecKkoii 3ammTh
uHpopmManHu

1. TEPMHHBI U OITPEJAEJIEHUSA

1.L1.B HacTosmiell HMHCTPYKIMH 10 00eCIEYCHHI0 GE30IaCHOCTH OJKCILTYaTalldd CpPElICTB
KpHnTorpapuyeckoi sammtel uHGopManuu (ramee — Mucrpykuus) B [ocyaapcTBEeHHOM GIOKETHOM
CHeHaTH3HpOBaHHOM yupexnenue PecnyGmuxu Kpemv «KepueHCKH MeXpEernoHaNLHBIN CONMATBHO-
peabHINTAMOHHBIH LEHTP ISl HECOBEPIICHHOJICTHHX» (Iajee - LEHTP) MPUMEHSIOTCS CleIyIONIHe
TEPMHUHBI H OIIPE/IeICHUS:

Hugpopmayus - ozpanuvennozo oocmyna — wuHbOpMauus, AOCTYI K KOTOpOH OrpaHHYEH
(enepatbHBIMH 3aKOHAMH;

Cpeocmso xkpunmozpaguyeckoii sauumor ungpopmayuu (CK3H) — COBOKYIMHOCTb anmapaTHBIX
¥ (MJIH) IPOrpaMMHBIX KOMIIOHEHTOB, NPeHAa3HAYEHHBIX JUIS IIOANKMCAHHUS IEKTPOHHBIX JOKYMEHTOB H
COOOIIEHHH SIEKTPOHHON IIOANHKCHIO, MHK(POBAHKS THX IOKYMEHTOB IIPH Ilepejade 1O OTKPHITHIM
KaHajlaM, 3aluTel MHGOPMAIMM IIPH Iepefade IO KaHalaM CBs3H, 3alMTHl HMHQOPMAIMHM OT
HECAHKIIMOHMUPOBAHHOI'O JIOCTYTIA IIPU ee 00paboTKe U XPaHEHHH;

Onexmponnas noonucy — HHGOpMaLKs B IEKTPOHHOM (opme, KOTopas IMPUCOEUHEHA K IPYyToif
uHpOpPMAIMK B 3]IEKTPOHHON (opMe (MOANKCHBaeMOM WH(OPMALMHK) MIM HHBIM 06pa30OM CBS3aHA C
TaKkoi wuHpOpMamMed M KOTOpas HCIOJNB3YeTCs i OIpejeeHUs JMIA, IIOMHCHIBAIOIIETO
uH(pOpMaIIHIO;

Hexoonasn xknouesan ungopmayus — COBOKYIHOCTb JaHHBIX, TpeHa3HAYEHHBIX U1 BHIPAOOTKH
I10 OIIPE/ICJICHHBIM ITPABHJIAM KPHIITOKIIOYEIH;

Kniouesas — ungopmayus —  cnenmanbHeIM  00pa3oM — OpPraHM30BaHHAs  COBOKYIHOCTB
KPHNTOKJIIOYEH, NPEAHa3HAYeHHAs /Ul OCYLIECTBICHHS KPHITOrpauyeckoi 3amuTsl HHGOpPMALHU B
TEUEHHUE OINPEICTICHHOTO CPOKa;

Kniouegoii  0okymenm — (U3HYECKMIi HOCHTENb OIpEIEIEHHON CTPYKTYpBI, COJEpIKAIIHIA
KJII0YeBYI0 HH(OpMALHIO (HCXOIHYIO KIOYeBYIO HH(POPMALKIO), @ IPH HEOGXOIMMOCTH — KOHTPOJIBHYIO,
CIy’KeOHYIO H TEXHOJIOTHYECKYIO HH()OPMALHIO;

Kniouegoii Hocumeny — Gu3MUECKHI HOCHTEIb ONPEAENEHHOM CTPYKTYpBI, peIHa3HAYeHHbIH IS
PasMeIIeHHs Ha HeM KIII0YeBOH HH(pOpMaLHU (MCXOIHOM KIII0YeBOM HHpOpMaNuH);

Komnpomemayus — XuileHue, yTpaTa, pasIiallleHHe, HECAHKIHOHHPOBAHHOE KONHPOBAHHE H
ApYTHE NPOHCIIECTBHS, CBS3aHHbIE C KDHOTOKIIOYaMH H KIIOYEBHIMH HOCHTEISAMH, B pe3yjbTare
KOTOPBIX KPHIITOK/IFOYH MOTYT CTaTh JOCTYIHBIMH HECAaHKIIHOHHPOBAHHBIM JTHIAM H (HIH) IPOLEeccaM;

Kpunmozpaguueckuii knioy (Kpunmoxiioy) — COBOKYNHOCTh JAHHBIX, 00ECTIEYHBAIOMAs BBIOOP
OZIHOTO0 KOHKPETHOrO KPHITOrpaHYeckoro mnpeoOpa3oBaHHs M3 9HCIA BCEX BO3MOXKHBIX B JaHHOMH
KpHOTOorpapHYecKoi cHcTeMe;



ITepconanvhviii  xomnviomep (IIK) — BbIMHCIWTENbHAS MallWHA, NpEIHA3HAYCHHAS JUIS
3KCILTyaTaluy noss3osateneM Opranu3aluy B paMKax HCIIOIHEHHS JOKHOCTHBIX 00S3aHHOCTE.

Omeemcmeennvuii 3a sxcniyamayuwio CK3H — COTpYIHHK, OCYIIECTBISIONMNA OPraHU3aLHI0 U
obecriedenue pabor mo TexHumueckoMy obcmyxusanuo CK3U u ympasienue KpHUNTOrpahu4ecKuMu
KJIFOYaMH;

ITonvzoeamenu CK3H — paboThuku OpraHusaiuu, HEMOCPeICTBEHHO JIONyIIEeHHBIe K paboTe ¢
CK3H.

2. OBIIME ITOJIOXKEHU S

2.1. Hacrosimas MHCTpYKIMS ONpeJeNsieT NOpAIoK ydeTa, XpaHeHHs ¥ ucnonbsosanus CK3U u
KpUNITOrpauueckux Kmodel, a Takke IOPSIOK H3TOTOBJICHHS, CMEHbI, YHHYTOKEHHS H IeHCTBHMIA
COTPYIHHKOB NEHTpa (manee — OpraHusanus) NpH KOMIPOMETALMH KPHITOrpadhHYeCKHX KIOuei B
nensix obecneuenus 6e3onacuoctu skcmyatanun CK3U.

2.2.Tlon wucnonmesosanmeM CK3M B Hactosumedt MHCTPYKUMH IIOHMMAIOTCS 3alIHINEHHOE
NOAKIIIOYEHHE K HH(OPMALMOHHBIM CHCTEMaM, MOIIHCAHHE 3ne1<rpoum>rx JIOKYMEHTOB 3JIEKTPOHHOM
MOJIHKCHIO U TIPOBEPKA MOANHUCH, IHdpoBaHue (ailios u T.1.

2.3.Bce npeiictBus ¢ CK3M oCymecTBifioTcS B COOTBETCTBHH € 9KCIUTyaTalluOHHOM
noxkymentanueit Ha CK3U.

2.4. Ilentp ucnonssyer CK3U, npeiHasHayeHHbIE [Uis 3alIHTH HHOOPMALHH, He cozepKarei
CBE/ICHHH, COCTABJIAIOIIMX IOCYIAPCTBEHHYIO TalHY.

2.5. Hacrosimass MHCTpyKIHs B CBOEM COCTaBe, TEPMHMHAX M ONpENEICHHUSIX OCHOBBIBAETCS HA
MOJIOXKEHHSAX CIIEAYIOUIMX HOPMAaTHBHO-TIPABOBBIX AKTOB:

*  ®DenepanbHbli 3aK0H 0T 06.04.2011 Ne 63 — D3 «O6 371€KTPOHHOI TTOAIHCHY;

*  QexepainbHblii 3aK0H 0T 27.07.2006 Ne 149 — @3 «O6 undopmaruu, HHPOPMALHOHHBIX

TEXHOJIOTHSAX H O 3aluTe HHPOPMAIHUY;

* Ilpuka3z @ATICHU ot 13.06.2001 Ne 152 «O6 yrBepknernuu UHCTpyKImMH 06 OpraHH3aLHH H
obecnieueHun 6e30IaCHOCTH XpaHEHHs, 00pabOTKH M NepeIauy 10 KaHAIAM CBSI3H C
HCIIOJIb30BAHHEM CPE/CTB KpHITOrpaduyeckoit 3aiuThl HHOPMALKK ¢ OrPAHMYEHHBIM
JOCTYIIOM, HE COJIepXKallell CBEACHHH, COCTABIIIOMINX TOCYAAPCTBEHHYIO TallHy»;

* Ilpuka3z @CB ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu [Tonoxenus o pazpaboTke,
NPOU3BOJICTBE, PEANU3ALNH H IKCIUTyaTally MX(GPOBATBHBIX (KPUITOrpaduUECKUX) CPENCTB
3alIUTHl HHPOPMALIHH.

2.6. lna oprammsanmu u obecnedeHuss paboT MO TexHHueckoMy obcmyxuBarmo CK3U u
YIPaBJICHAs. KPUNOTOrpaQHYeCKUMH KIIOYaMH IIPUKa30M LEHTPa HA3HAYAeTCs OTBETCTBEHHBIA 3a
skcmryaranuio CK3HU.

OtsercTBenHBIi 3a skciutyarauuo CK3U ocymecrsiser:

e nosk3eMIusipHbIi yuer CK3U;

e yuer nonb3oBareneii CK3U;

® KOHTPOIJb 3a coOMoAeHHEeM ycaoBuil ucnonbssosanus CK3U B cooTBeTCTBHH ¢
SKCILTyaTallHOHHOM M TeXHH4YeCKOoH nokymenTanueit Ha CK3U u nacrosmeit MacTpykuueii;

® pacciIeIOBaHUE U COCTABJICHHE 3aKIIFOUEHHUH 0 (haKTaM HapyIeHus YCIOBHI HCIOIB30BAHUS
CK3U, xoTopble MOTYT MPUBECTH K CHUXKEHHIO TPEOYEMOT0 YPOBHS GE30I1acHOCTH
uHpopMmanuy;

® pa3paboTKy ¥ MPHHATHE MEP 10 IPEAOTBPAIIEHHIO BO3MOKHBIX HETATUBHBIX TTOC/IEICTBHIA
10100HBIX HAPYLIEHHUIA.

2.7. OGyuenue monb3oBareneif npasmiam pa6otsl ¢ CK3UM ocymecTBiaseT OTBETCTBEHHBIH 3a
skcrutyaranuio CK3U.

2.8. Texymmit KOHTpONIB, OOecniedeHre PpyHKIHOHHPOBaHHS H Oe3omacHoctd CK3U Bosnaraercs

Ha OTBETCTBEHHOIO 3a sKcIutyaTamuo CK3U.

2.9. OrBercTBenHsIif 3a skcmutyaranuio CK3U u ITos30BaTeH JOKHEL OBITH 03HAKOMICHBI C

HacTosmel MucTpykuueii noa pocmuce.




3. IOPSAJOK NOITY CKA IOJIb30OBATEJIEN K PABOTE C CK3H

3.1. Jlna paGoter ¢ CK3U npupiekaioTcs (usnyeckue Mna, HA3HAYEHHBIE COOTBETCTBYIOLIUM
IIPHKA30M PYKOBOAUTEIIS LIEHTPA.

3.2. lna pomycka x pa6ore ¢ CK3U mosb30BaTens 3HAKOMHTCS C HOPMaTHBHO-IIPABOBBIM aKTaM
(11.2.5), n1aHHOM MHCTPYKUMEH M TPOXOIUT oOy4enne npasunam paGotel ¢ CK3U, xoTopoe IIPOBOJIUT
OTBETCTBEHHBIH 3a SKCILTyaTalUIO.

3.3. Ilome3oBarens cuuraercs gomymenHsM Kk CK3U mocie MOJOKUTETBHOrO «3aKIIIOYeHus O
TOATOTOBKE M JIONYCKE K CaMOCTOATENBHOH pafoTe €O CpeiacTBAMH KpHNTOrpadHueckoil 3aIuThI
HHpOpMaITHUY.

4. YYET U XPAHEHUE CK3U U KPUIITOTPA®UYECKUX KJIIOYEI

4.1. CK3U, xpunrorpadpuyeckue KIHOUH MOICKAT IIO9K3EMILISIPHOMY yYeTy.

4.2. Iosksemmusapublii yuer CK3U BemeT OTBETCTBEHHBI 3a akcmuryatanuio CK3U B xypuane
nosx3eMmyapHoro yyera CK3MU, skcrutyaTanumoHHOH W TeXHHYECKO JIOKYMEHTAllMH K HUM (nanee —
Kypnan). Ilpu srom mnporpammusie CK3U  1omKHBI YYHMTBHIBATBCSI COBMECTHO C amIapaTHLIMH
CPEACTBAMH, C KOTOPBIMH OCYINECTBISETCS HMX INTATHAs OSKCIUTyaTamus. Eciu annaparHble HJIA
anmapatHo-nporpammusie CK3UW moxpkimoyaroTess K cCHCTEMHON IIHHE WIH K OJTHOMY M3 BHYTPEHHHX
HHTEep(elcoB ammapatHbIX cpeacTB, To Takue CK3U YYHUTHIBAIOTCS TaKk)ke€ COBMECTHO C
COOTBETCTBYIOILIMMH aNNapaTHBIMU CPEICTBAMH.

4.3. Enununeli nosk3eMIusipHOro yuera KPUNTOrpaQu4ecKuX KIIOYei CYMTAeTCs OTUYKIaeMbIil
KJIIOYEBOH HOCHTENIb MHOrOKPAaTHOTO HCIOJB30BAaHMS. ECIM OIMH M TOT e KIIOYEBOH HOCHTENE
MHOTOKPATHO HCIONB3YIOT VISl 3allMCH KPUNTOrpaduueckux KIOYeH, TO ero Kambli pas clenyer
PETHCTPHPOBATH OTAEIILHO.

4.4. Bee nomyuenusie sxsemmuspsr CK3U, KPUNTOrpaMUECKUX KIFOYEH TOKHBI OBITh BBLIAHBI
nox pocnuck B XKypuane nonszoBarensim CK3U, mecymmm NIEPCOHAIBHYIO OTBETCTBEHHOCTh 3a HX
COXPaHHOCTb.

4.5. Tlpu HEOOXOAMMOCTH TONB30BATEO BHIIAETCS JoKyMeHTanus 1o skcruryatanud CK3U ¢
HOC/ICAYIOUIMM BO3BPATOM OTBETCTBEHHOMY 3a 9Kcrutyaramuio CK3U;

4.6. Tuctpubyruser CK3U Ha HOCHTENsIX, OKCIUTyaTallMOHHAS M TEXHHYECKas NOKYMEHTAlMs K
CK3U, uHCTpYKUMH XpaHATCS Y OTBETCTBEHHOTO 3a skcmutyaraunio CK3H. Kpunrorpaguueckue ximrodun
Xpauarcs y mnonb3oBareneir CK3M. Xpawenwe ocymecrsisercs B 3aKpBIBAEMOM Ha 3aMOK
METALTHYICCKOM  XPaHWIMIIE B YCJIOBHSX, HCKIIOYAIOMMX OECKOHTPONBHBIA NOCTYN, a TAKKe HX
HCIPEIHAMCPEHHOC YHHYITOKCHHE WIIH B OIl€YaTaHHOM IieHale (TyGyce). MeTaundeckuii mKag I0DKeH
OBITE 000pYZI0BaH BHYTPEHHHM 3aMKOM C JBYMS SK3eMILIApaMHu Kio4Yed. OJHH JK3eMIUIAp KJIH0Ya OT
XPaHWIAINA JOJDKCH HAXOMMTBCA Yy OTBETCTBEHHOTO 3a sKciulyarammio CK3U, BTOPOH 3K3eMILIAD
KIIOYCH XPAaHMTCS y COTPYIHMKA, KOTOPBIH MOXET BO Bpems OTCYTCTBHsI OTBETCTBEHHOIO 3a
sxcruryaranuio CK3U uenonusTes ero 06s13aHHOCTH.

4.7. PesepBHBIe KpUNTOrpagUyecKHe KIIOUH MOTYT TaK)Ke HaXOAUTCA HA XPaHEHHH Yy
OTBETCTBEHHOTO 3a 3kciutyaTtanuio CK3U.

4.8. Ha xmo4eBbie HOCHTENM ¢ H3TOTOBJICHHBIMH KpUNTOrpahHYECKUMH KIIOYaMH HAKJICHBAIOTCS
HAKJICHKH, COZep)KaIMe HAIIKMCH: HA OIMH KIIOYEBOH HOCHTETH — «Paboumii»; Ha Opyroi KiodeBoi
HOCHTEIb — «Pe3epBHbIii».

4.9. KmoueBoii HOCHTENb ¢ HAKIEHKOI «Pe3epBHbIit» MOMeIaeTcsl B KOHBEPT M OIIEYaTHIBAETCS
[07530BaTeIEM U OTBETCTBEHHBIM 3a dKciutyaranuio CK3U.

4.10. Bee nosyyenHble 9K3eMIUISAPE! KpUNTOrpagHUUecKuX KITOUel IOJIKHBI GBITH BBIZIaHBI 1101
pocmuch B JKypHane. PesepBHble KpunTorpaduueckie KIIOYH MOTYT HAXODMTHCS HA XpaHEHUH Yy
OTBETCTBEHHOr O 3a 3kciutyaTanuo CK3U. -

4.11. KimmoyeBble ~ HOCHTENH ¢  HepaGOTOCIOCOGHBIME KpUnTorpaQuuecKuMH  KII0YaMu
OTBETCTBEHHBIH 3a skcmuiyatanmio CK3U npunuMaeT oT monb3oBaTens Mocie COCTABICHHS aKTa o
sepaborocnocobHocTH. HepaboTocnocoGHbIe KIoueBble HOCHTE/H IIOJUIEXKAT YHUYTOXKEHHIO.

4.12. Tlpp HEOOXOAMMOCTH 3aMeHBI HAKIEHKH HA KIIOUEBOM HOCHTEIe (ctpanue HaamHCH
PSKBH3HTOB) II0JIb30BaTeNIb IEPENAET €ro OTBETCTBCHHOMY 3a 9kcmiyatauuio CK3U, xotopelii B



[IPHCYTCTBHH II0JB30BATEISl CHUMACT CTApyIO HAKJICHKY M NMPHKICHBACT HOBYIO HAKJIEHKY ¢ TAKHMH JKe
VYETHBIMH PEKBH3UTAMH.

4.13. AnnapaTHble CpeJICTBa, ¢ KOTOPBIMH OCYIIECTBIISETCS ITATHOE ¢ynkuuonuposanue CK3U,
@ TaoKe annaparHble W annapaTHo-nporpaMmubie CK3U 10/mkHBI HMETh KOOBYIO 3alllUTY.

4.14. KimoueBble HOCHTENIH COBMECTHO ¢ JKYpHAIOM JOJDKHBI XPaHUTBCS OTBETCTBEHHBIM 3a
sxcmyaranuio CK3U B celide (MeraumueckoM mkady), kax IIpaBUJIO, B OTIENBHOU sueiike. B
HCKIIOYUTEIIBPHBIX CITyHasX [IOIyCKAaeTCs XPaHUTh KIFOYEBBIE HOCUTENH U JKypHal COBMECTHO ¢ IPYTHMH
AOKYMCHTAMH, TIH 5TOM KIIFOYCBbIC HOCUTEH U XKypHail 10JKHBI GBIT IOMEIUEHb! B OTE/BHYIO MAIKY.

4.15. Ha BpeMst OTCYTCTBHSI OTBETCTBEHHOI'O 3a akcrutyaranuio CK3U nomked ObiTh HazHaveH
COTPYAHHK €ro 3aMeIIArOLIHIH.

4.15. Kpunrorpaguueckne KIIOYH €XKeIHEBHO BBINAIOTCA M CHAIOTCS C 3alMCHIO B XKypHaiie
OTBETCTBEHHOMY 3a 9KcIuryaranuo CK3U.

5. UCIIOJIb30BAHHUE CK3U U KPUIITOI'PA®UYECKHUX KJIIOYEI

5.1. Kpunrorpaguyeckne KIOYH MCIONB3YIOTCS IS 0GecHeueHHs KOH(UAECHIHATBHOCTH,
aBTOPCTBA M I1€JIOCTHOCTH 3JIEKTPOHHBIX JJOKYMEHTOB.

5.2. Kpurrorpaguyeckuii KIo4 HEBO3MOKHO HCIIOJIb30BATh, €CJTH HCTEK CPOK JICHCTBHSI.

5.3. Jlnst obecnevenns xouTpons goctyna k CK3U cucremusii 610k TIDBM omneyarbiaercs
OTBETCTBEHHBIM 3a 3kciutyaranuio CK3U. '

5.4. Tlonp3oBarens JOIKEH MEPHOIMYECKH IPOBEPSTH COXPaHHOCTh OOOpYHOBaHHS H
nenocTHocTh nmevareii Ha [I9BM. B ciyuae oGuapysxenus «mocTopoHHHX» (He 3apEruCTPHPOBAHHBIX )
[IpOrpamMM HJIH BBISBIECHHS (DaKTa MOBPEXKIECHHs IeYaTH Ha CHCTEMHOM Ooke [1DBM pabora HoJDKHA
ObiTh npexpamena. ITo xanHOMY (akTy mpoBOgHTCS CiyxeOHOe paccienoBaHue, H OCYLIECTBISIOTCS
PaboTHI 110 aHATM3Y M JTMKBHIALMH [OCIEACTBHI{ JAHHOTO HAPYLICHHSL.

5.5.1lpu BbIBICHHHM COOEB WM OTKA30B IONB30BATENb O00S3aH COOOIIUTH O dakre wux
BOHUKHOBCHHS OTBCTCTBEHHOMY 3a okcmiyatauumio CK3M u  npenmocrasute emy HOcHTEnH
KPHNTOrpapUyecKuX KIOYeH Ui IPOBEPKH HX PaGOTOCIIOCOGHOCTH. ITpoBepky paGoTtocnocoGHOCTH
HOCHTENICH KpHNTOrpauyecKux KIIOYeH OTBETCTBEHHBIH 3a skcrutyataummio CK3U BRMONHSET B
NPUCYTCTBHH I10JIb30BATEJIS.

5.6. B ciyyae ecnm paGoune Kpuntorpadguyeckue KIOdH NOTEpsIM paboToCOCOOHOCTD, TO IO
npocsOe MoJB30BaTeNs OTBETCTBEHHBIN 3a skcmmyaramuio CK3U, BCKPBIBa€T KOHBEPT (KOpPOOKY) ¢
PE3CPBHBIMH  KPHNITOTPAQUYECKUMH  KJIFOYaMH, JeJaeT KOIHIO KJIIOYEBOr0 HOCHTENS, UCIIOJNIB3YS
PE3EpBHBIC KPUITOrpaguyeckue KIouM, MOMEIIAeT Pe3epBHbIE KPHUITOrpadgHYeckue KIIOYH B KOHBEPT
(xopo0Ky), a Ha HOBBII KJIFOYEBOI HOCHTEIIh HAK/IEHBAET HaKJIEHKy ¢ Haanmuceio «Pabouniiy.

5.7. B 9KCTpeHHBIX CIy4asiX, HE TEPISAIINX OTIAraTebCTBA, BCKPBITHE KOHBepTa (KOpoOKM) ¢
PE3EPBHBIMU KPUNTOrpahUIECKMMH KIIOYaMH MOJKET OCYIIECTBIATHCS KOMHCCHOHHO C HOCIIEAYIOLIUM
YBCIOMIICHHEM ~ OTBETCTBEHHOro 3a okcmutyarauuto CK3WM o  (Qakre BCKpeITHS KOHBEpTa C
KpHnTOrpadpuyeckuMu Kimodamu. Ha KoHBepTe memaercs s3amuch o BCKPBITHH C yKa3aHHEM JaThl M
BPEMCHHM  BCKDBITHS KOHBEPTA M TOANHCBHIO IONB30BATENs. BCKpBITBIE KOHBEPT BMecTe ¢
HEpabOTOCIOCOOHBIME KPUNTOrpahUUecKUMH KIIFOYAMH CAIOTCS OTBETCTBEHHOMY 3a O9KCILTyaTaI[HIO
CK3H.

5.8. Bekpeitie cucremuoro Gmokxa [19BM, ua KoTopoii ycranosineHo CK3U, mus nposenenus
PEMOHTA HIIA TEXHHYECKOr0o 00CIy)KMBAHHUS IOIDKHO OCYIIECTBIIATHCS B IPHCYTCTBHH OTBETCTBEHHOTO 32
skcmuryatanuio CK3U.

6. OBSI3AHHOCTH INOJIB30OBATEJIEM CK3U
6.1. ITone3zoBatenu CK3U o6s3anb:
® HE pasrjamars HHQOPMAIHMIO OTPaHHYEHHOTO A0CTYIA, K KOTOPOM OHM JIOMyILIEHE], B TOM
YHCJIe CBEICHHS O KPUITOKITIOYaxX;
® COXpaHATb HOCHTENH KJIFOYeBOH HH(OPMALHH U APYTHE JOKYMEHTHI O KJIIOYaX, BHIIABAEMbIX
C KJIFOYEBBIMU HOCHTEJISIMH;



cobmonate TpeboBanus K obecneueHuro ¢ ucnob3zopanrneM CK3U GezonacHocTH
HH(pOpPMAIIUU OrPaHUYEHHOTO JIOCTYIIA;

coo01maTh COTPYIHHKY, OTBETCTBEHHOMY 3a skciuryaranuio CK3U o craBmux um
H3BECTHBIMH IOINBITKAX IOCTOPOHHUX JIMII IOJYYHTh CBeAeHUs 00 ucnoias3dyeMerx CK3U
WM KJIFOYEBBIX JOKYMEHTaX K HUM;

caate CK3U, sKcruryaTallHOHHYIO B TEXHHYECKYIO JTOKYMEHTAIMIO K HUM, KJIOUEBhIE
JIOKYMEHTHI IIPH YBOJIbHEHHH WM OTCTPAHCHHH OT UCIIOJIHEHHsI 00SI3aHHOCTEM, CBA3aHHBIX C
ucnojb3oBanuem CK3U;

HEMEJUICHHO YBEJIOMJIATH COTPY/IHHKA, OTBETCTBEHHOTr0 3a skcrutyatamuio CK3U o dakrax
yrpatbl v Hegocraun CK3U, kiro4eBbIX TOKYMEHTOB K HUM, KJIFOYEH OT IOMELICHUIA,
XPaHUIIHULIL, JINYHBIX [I€YaTel U 0 APyrux (akrax, KOTOpbIE MOIYT IPHBECTH K Pa3IilalleHHIO
3aLIUIIACMBIX CBEICHHH KOH(HIEHIMAIBHOIO XapaKTepa, a TakxKe O PUYHHAX U YCIOBHAX
BO3MOXXHOHM YTEUKH TAKUX CBEICHHIA.

6.2. Tlonb3oBaTeTb HeceT OTBETCTBEHHOCTH 3a TO, 4Tobbl Ha 1K, Ha KOTOPOM YCTaHOBJICHBI
CK3W, we 6bumM ycTaHOBIEHBI M HE SKCIUIyaTHPOBAIMCH MPOrPaMMBI (B TOM WYHCJE, NPOrPaMMBI-
BHPYCBI), KOTOpbIE MOTYT HapymHTh ¢yHkunonuposanne CK3U. Ha IIK, o6opymoannom CK3U,
IporpaMMHOE 0OecrieueHHe JODKHO OBITh JTHIEH3HOHHBIM.

6.3.

pabora ¢

IIpu obnapyxenuu Ha IIK, o6opynoBannomM CK3U, mOCTOPOHHHX MPOrpamMM HJIH BHPYCOB,
'CK31M nHa panHOM paboyeM MecTe JODKHAa OBITH mpekpaimieHa. HeszamenuTenbHO

OPraHU3YIOTCSI MEPOIIPHSTHS 110 aHAIU3Y U JTMKBHIAIMM HETATHBHBIX MOCIIEICTBHI JAHHOTO HApYIIEHHUS.

6.4. Bee nomyuennsle o6ianareneM HHGOPMAIMH OrPaHHYEHHOro JocTyna sk3emmisphl CK3U,
3KCIUTyaTallHOHHOM M TEXHMYECKOH HIOKYMEHTAllMd K HHUM, KJIIOYEBBIX JOKYMEHTOB JOJDKHBI OBITH
BBIJIaHBI 10/ PACIUCKY B COOTBETCTBYIOLIEM JXYypHaJIe MMOIK3EMIUIIPHOro ydyeta nosbs3oBareism CK3MU,
HECYIIUM IIEPCOHATBHYIO OTBETCTBEHHOCTh 33 HX COXPAHHOCTb.

6.5

. He nomyckaercs:

pasriamars HH(GOPMaIUIO OrPaHUYEHHOrO JI0CTYIIa, K KOTOPOii ObUT A0MyIIeH
[Tonb3oBarens CK3U;

pasriamarhk COIEp)KUMOE KIIIOYEBBIX HOCHTENEH WM IlepelaBaTh CAaMH HOCHUTEJIH JIUIaM, K
HHUM HE JIOITyICHHbBIM;

BBIBOJMTH KJIFOUEBYIO HH(OpPMALUIO HA TUCILIEH H(WITH) IPUHTED;

BCTaBJIATH KJIKO4YE€BOM HOCUTENb B opT 11K npu npoBenenun paboT, He SBIISIOMIUXCS
IITAaTHBIMH TPOIEypaMH MCIIO0JIb30BaHUS KiItoueH (muppoBanue/paciun(poBbIBaHUE
uH(OpManuu, IpoBepKa MEKTPOHHOM ME(POBOH MOMKUCH U T.1.), & TAKKE B OPTHI APYTHX
I1K;

3aIMCBIBATh HA KJIIOUEBOM HOCHTEJIE IIOCTOPOHHIOK HH(POPMALHIO;

BHOCHTH Kakue-1ub0 U3MeHEeHus B nporpaMMHoe obecrnieuenne CK3MU;

HCII0JIb30BaTh ObIBIIKE B paboTe KIIIOUEBbIE HOCUTENH /IS 3alIMCH HOBOM HH(pOopMaiuu 6e3
NPEABAPUTEILHOTO YHUUTOXKEHHS Ha HUX KIIIOYeBOH HH(POPMALMH [IyTeM
nepepopmMaTHpoBaHus (PEKOMEHIYeTCs (PU3HYECKOE YHHUTOKEHHE HOCUTEIEH).

6.6. O HapymeHHAX, KOTOPBIE MOTYT MPUBECTH K KOMIIPOMETAIMH KPUIITOKTIOUEH, MX COCTABHBIX
HacTell WM Tepe/iaBaBILICHCs (XpaHsIIeHcs) ¢ UX HMCIONb30BaHHEM HH(POPMAIMH OrpaHHYEHHOTO
aoctyna, noib3osatenu CK3HM o6sa3anel coobmarte oTBeTcTBeHHOMY 32 3Kcmuyaraimio CK3H.

7. AELCTBUSI TP KOMIIPOMETALIMY KPUIITOTPA®UYECKHX KJIIOYEN
7.1.

K OGCTO}ITCIIBCTBaM, YKa3bIBalOIIUM Ha BO3MOXXHYIO KOMIIPOMETAIHUIO Kpnn'rorpaqmqecxnx

SUIEOYEH, HO HE OIrpaHUYHUBAOIIAM HX, OTHOCATCS CJICAYIOIIHE:

IOTepsi KIMIOYEBBIX HOCHTENEH ¢ pabOYMMHM M/HITH PE3EPBHBIMU KPHIITOTpa(UYeCKHMH
KJIIOYaMU;

IOTEPst KIMIOYEBBIX HOCHTENEH ¢ pabOYMMH H/HIIH PE3ePBHBIMH KPHIITOTrpa(QUYeCKHMH
KJIIOYaMH € IOCJIEAYIOIIUM HX 00Hapy)KEHHEM;



— YBOJBHEHHE COTPYIHHKOB, HMEBLINX JOCTYII K paOOYHM H/HIIH Pe3ePBHBIM
KPHITOrpau4ecKuM KII04aMm;

— BO3HHKHOBEHHE [10JJO3PEHHH OTHOCHTENIBHO YTEYKH HH)OPMAIIHH HIIH €€ HCKAKEHHS,

— HapyIIeHHe LEeJIOCTHOCTH nevarei Ha ceiidax (MeTamyeckux mkadax) ¢ KIFOYeBbIMH
HOCHTEJISIMU ¢ pabOYMMH H/HITH Pe3ePBHBIMH KPUIITOrpaGHIeCKUMHU KIIFOYaMH, €CITH
HCIIOJIB3YEeTCs IIPOIIEypa ONeyaThIBaHus Cei()oB;

— yTpara Kifo4ei oT cei()OoB B MOMEHT HaXOXKACHHS B HUX KJIFOUYEBBIX HOCUTENIEH ¢ paboduMu
H/HITH PE3ePBHBIMH KPUIITOrpaguyecKUMHU KITIOYaMU;

— BPEMEHHBIH JOCTYIl IOCTOPOHHHX JIMI[ K KJIFOYEBBIM HOCHTEIISIM, & TAK)KE JAPYTHe COOBITHS,
IPU KOTOPBIX JIOCTOBEPHO HE U3BECTHO, YTO MPOU3OIILIO C KJIFOYEBHIMH HOCUTEIISIMH.

7.2.B ciyyae BO3HMKHOBEHMsS OOCTOSITEIBCTB, yKa3aHHBIX B IL 7.1 HacTosmredi MHCTpyKimH,
N0J1p30BaTeNb  00s3aH HE3aMEUIMTENBHO TIPEKPaTHTh OOMEH JJIEKTPOHHBIMH JOKYMEHTAMH C
HCTIOJIb30BAHUEM  CKOMIIPOMETHPOBAHHBIX 3aKPBITBIX KPUNTOrpadHuecKuX Kikoyei, mo TenedoHy
HH()OPMHEPOBATh OTBETCTBEHHOTrO 3a dKciutyarauuio CK3U o (akTe KOMIPOMETAIMH HCIIOIb3YeMBIX
3aKPBITBIX KPUNTOTPaQUIECKHX KITFOYEH.

7.3. Peuienne 0 KOMIIPOMETAIIMH KPUNTOrpadhUyecKuX Kirouei npuauMaeT JIMpeKTop IeHTpa Ha
OCHOBaHMM ITMCBMEHHOI'O YBEJIOMJICHHS O KOMIIPDOMETAllMH, ITOJIMHCAHHOTO OTBETCTBEHHBIM 3a
skcrutyaranuio CK3U, ¢ npunoxenuem, npu HeoOXOAUMOCTH, TMCBMEHHOTO 0OBSICHEHHS MOJIb30BATEIS
110 (haKTy KOMIPOMETALIMH er0 KPUITOrpaGuIeckux KIIOUeH.

7.4. YBeioMJIeHHE JIOJDKHO COJepIKaTh: ;

—  WJIeHTH(QHUKAIMOHHEIE TAPaMEeTPhI CKOMIIPOMETHPOBAHHOTO KPHIITOrpahHIECKOro Kioya;

- Gamunmio, ums, oTdecTBo monk3oarenss CK3U, KOTopsIil Biajies CkoMIpOMETHPOBAHHBIM

KpPHITOrpahuyecKuM KIIo4YoMm;

— cBefieHHs 00 00CTOATENBCTBAX KOMIIPOMETAIMH KPUIITOrPaGUUECKOro KIII04a;

— BpeMs U 00CTOSATENIbCTBA BEIABIECHUS (haKkTa KOMIPOMETALMH KPHITOrpaduuecKoro KIoya.

7.5. Tlocie NpuUHATHS pElIEHHs 0 KOMIPOMETALMH KIF0Ya IPUHUMAIOTCS MEPHI O €0 H3BATHH U3
obpaienust M 3aMeHbl ero Ha HOBbIA. OTBEeTCTBeHHBINH 3a skcruryarammio CK3U mocne IOy YEHHUS
HHOpMANMH O KOMIPOMETAHH KPHUITOrpaduueckoro Kio4Ya, yOeKIaercs B JOCTOBEPHOCTH
NONy4YeHHOH  MHQOPMAIMH, BBIBOAUT M3  JIEWCTBHS  KJIIOY  ITOJIIHCH, COOTBETCTBYIOLIMA
CKOMIIPOMETHPOBAHHOMY 3aKPBITOMY KpHITOrpaduuecKkoMy Kiody (mpekpaiaer 0OMeH 2JIeKTPOHHBIME
JAOKYMEHTaMH  C  HCIOJb30BaHWEM  cepTH(HKATa  KIOYa  MOAMKCH,  COOTBETCTBYIOIIETO
CKOMIIDOMETHPOBAHHOMY 3aKpBITOMY KpHUnTorpapudeckomy kimody). IIpoBoauT paboTy mo OT3bIBY
ceprudukara KmoYa MOAMMCH Tonb3oBatens. OTO3BaHHBIA  cepTHMKAT KIOYa IIOAIKCH,
COOTBETCTBYIOIIHA CKOMIIPOMETHPOBAHHOMY 3aKPBITOMY KPHITOIpapu4ecKOMy KIIOYy II0JIb30BATElNs,
TIOMEIAeTCs B CIUCOK OTO3BAHHBIX CEPTH()HUKATOB.

7.6. lata, HauMHas ¢ KOTOpOH CepTH(HKAT KI0Ya MOANHMCH CYHTAETCS HENeHCTBHTENbLHBIM,
YCTaHABJIMBACTCSA PABHOM JHare (hOPMHPOBAHHMs CIIHCKA OTO3BAHHBIX CEPTH(HKATOB, B KOTOPHIA GBLT
BETIOYEH OT3bIBAEMBIN CepTH(HUKAT KIII0YA MO ITHCH.

7.7. Cepruukar Kmoua MOANHCH, COOTBETCTBYIOIIMH CKOMIPOMETHPOBAHHOMY 3aKpBHITOMY
EpHITOrpaQuyeckoMy KoYy, TOJKEH XPAHHTBCS OTBETCTBEHHBIM 3a dkcrutyaranuio CK3U B TeueHue
CPOKa XpaHeHHs OSJICKTPOHHBIX JIOKYMEHTOB Ul IpoBeleHHs (B Cioydae HEoOXOAMMOCTH) pazGopa
XOH(DIMKTHBIX CHTYAIHH, CBI3aHHBIX ¢ TpuMeHeHneM DI

7.8. Ucnonp3oanne CK3U MoskeT GbITh BO30GHOBIIEHO TOJIBKO TOCITE BBOJIA B NEHCTBHE APYroro
EPHITOrpaMuEcKoro Kroya B3aMeH CKOMIIPOMETHPOBAHHOTO.

8. YHUUYTOXEHUE KPUIITOIPAOUYECKUX KJIIOYEN
8.1. Hencnosnb30BaHHbIe HIIM BBIBEJCHHBIC M3 ACHCTBHS KPHNTOrpadUuyeckyue KIIOUH IMOUIEKAT
VHHYTOXXEHHIO.
8.2. VHUYTOXKEHHE KPUNTOrpaQuyecKux KIOYed Ha KITIOYEBBIX HOCHTENAX TIPOU3BOUTCS
OTBETCTBEHHBIM 3a oKcrutyatanuio CK3U.
8.3. Kpunrorpaguyeckue KIiodH, HAXOAIIHECS HA KIIOYEBBIX HOCHTENISX, YHHUTOKAIOTCS IIyTEM
#X cTHpanus (pa3pyLICHHs) [0 TEXHOJIOTHH, IPHHSATOH Ui KIIOYEBBIX HOCHTENeH MHOTOKPATHOTO



HCTIOTIB30BaHKs B COOTBETCTBHHU C TPeOOBAHUAMH SKCILTyaTallHOHHOM M TEXHHYECKOH JOKYMEHTALMH Ha
CK3H.
8.4. Ilpu yHmuTOXEHUH KpUNTOrpahuyecKuX KIo4ei, HAXOMSIIMXCA Ha KIOYEBBIX HOCHTEJISIX,
Heo0Xo1uMoO:
~ YCTAaHOBHTb HAIMYHE OPUTHHAJIA U KOJMYECTBO KOIHIA KPUNTOrpaHYECKUX KIIFOYeii;
~ TPOBEPUTH BHEIIHUM OCMOTPOM LIEJOCTHOCTH KAXKIOTO KIIFOYEBOro HOCHTEJIS,;
~ YCTaHOBHTDb HAIMYHE HA OPUTHHANIE H BCEX KOMUAX KIFOUEBHIX HOCHTE/ICH PEKBH3HTOB ITyTEM
CBEPKH € 3anucsaMu B XKypHane mosK3eMIuIapHOro yyera;

= ybemurses, yro Kpunrorpapuueckue KIIOYH, HAXOAAHKECS Ha KIIFOYEBBIX HOCHTEIISIX,
ACHCTBHTEIIBHO MOIEIKAT YHHUTOKEHHUIO:

~ TPOH3BECTH YHMYTOXKCHUE KIIIOYEBON HH(pOPMAIHK Ha OpPUTHHAJIE ¥ Ha BCEX KOIMHAX
HOCHTEJEH.

8.5.B  XKypuare IIOSK3EMIIIADHOTO  y4yeTa OTBETCTBEHHBIM 34 IKcmyaranuo - CK3U
[TPOU3BOAUTCS OTMETKA 00 YHHYTOKCHHH KPHITOrpau4eCKuX KITIOYeis.

9. Pasmemenme, crnenmagbmoe obopynoBanme, oxpana mu OPraHM3alMsl peXuMa B
floMemenusix, rae ycranosiaenst CK3U wan xpaunsires Kpunrorpapuyeckne KJI04u

9.1. Pasmewenue, cnenuansaoe 000pys0BaHKe, OXpaHa M OpraHU3aIUs PEXKHMa B IIOMEIIEHHSIX,
rae ycranosnensl CK3M unu xpanstes KpUnTorpaguyeckue Kioun (qanee — PEXUMHBIE TOMELICHHS),
A0/DKHBI 00ecnieunBath coxpannocts CK3U u KpHITOrpaQuYecKux KIroyei.

9.2.Tlpu  o6opynoBauuu PEXHMHBIX ITOMEIIEHHH JOJDKHBI  BBIIOIHSTHCS TpeOOBaHHS K
pasMenenuio, Montaxy CK3HU, a takxe npyroro obopyaosanus, pyHkuHOoREpYomero ¢ CK3U.

9.3. Ilomemenns: BBLIENSIOT ¢ yYeToM PasMEpOB KOHTPOJIMPYEMBIX 30H, PEriaMeHTHPOBAHHbIX
IKCILTyaTallHOHHOH M TEXHHYECKOH noKymentammeii k CK3M. [Tomemenuss momKHBI UMETH IIPOYHBIE
BXOJHBIC JBEPH C 3aMKaMH, apaHTHPYIOIIUMH HACKHOE 3aKpBITHE TOMEIICHUH B Hepabouee BpeMs.
OkHa noMewenuit, pacrnoyoKeHHbIX Ha TICPBBIX MIIA TOCIEJHMX STaXaxX 3[aHHN, a TaKKe OKHa,
HAXOIHECS. OKOJIO TOXAPHBIX IIECTHHL M JPYIHX MECT, OTKyZa BO3MOXXHO IPOHMKHOBEHHE B
PCHKHMHBIC NOMEIICHHUS IIOCTOPOHHHUX JIHI, HEOOXOIUMO 000py10BaTh METaTHYECKAMH peleTKkamu,
WM CTaBHSMM, HIH OXPaHHOH CHIHATH3aLuel, WM APYTHMH  CPEACTBAMHM, NPENATCTBYIOMIUMH
HEKOHTPOIHPYEMOMY POHUKHOBEHHIO B PEKHMHBIE TTOMEIICHHUS.

9.4. Pasmewienue, crnenuansnoe 000py/10BaHKe, OXpaHa W OpraHM3aIus PEXHMa B NMOMELIECHHUSX
AOJDKHBI HCKJIOYATH BO3MOXKHOCTB HEKOHTPOJIHPYEMOTro IIPOHHKHOBEHHUS MJHM MpeObIBAHHS B HHX
TOCTOPOHHHX JIMII, @ TAKXKe IPOCMOTPA OCTOPOHHUMH JTHIIAMH BEJIYIIUXCS TaM pabor.

9.5. Pexxum oxpanbI MIOMEIICHHI, B TOM 4HCIle IpaBUIia JI0IyCKa pabOTHUKOB M MOCETHTEICH B
pabouee u Hepabouee Bpems, YCTaHABIHMBACT OTBETCTBEHHBIH 3a Kkciutyatamuio CK3U. Y cTaHOBIeH b
PEKUM  OXpaHBI JIOJDKEH MpPeNyCMaTPHBAaTh MEpPHOAHIECKH KOHTPOJIb 32 COCTOSIHHEM TEXHHYECKHX
CPCACTB OXpaHBI, €CIIH TAKOBbIE HMEIOTCS, & TAKIKE YIUTHIBATH TIOJI0KEHHS Hacrosmen Mucrpykumu.

9.6. [lBepH peXUMHBIX MOMELICHHH JOKHEL GBITE TIOCTOSHHO 3aKPBITBI H MOTYT OTKPHIBATHCSI
TOJIBKO JUIA CAaHKIMOHMPOBAHHOTO TPOX0Aa PabOTHHKOB M IOCETHTENEHL. Kiroun or Bxommbix nsepei
HYMEDYIOT, yYHTBIBAIOT M BBIAAIOT PAGOTHHKAM, MMEOIIHM IpaBoO NI0NyCKa B PEXHMHbIE OMEIICHHS,
TIO/I paCIUCKy B JKypHasle yyeTa XpaHunuil. JlyGImKaTsl Kroyeii ot BXOIHBIX IBEPEH TaKUX ITOMEIIEeHHU
CJICZYeT XpaHUTb B CIIELUMANBHOM celide.

9.7. lna mpenoTBpaieHus TMPOCMOTpa  M3BHE IOMEIIEHUH, T HCHOIB3YIOTCS CK3H, oxna
JOJDKHBI OBITh 3aIMINEHBI WM SKPaHBI MOHHTOPOB JIOJDKHBI OBITH NOBEPHYTHI B IPOTHBOIIOIOXKHYIO
CTOPOHY OT OKHa.

9.8. B 00bIuHBIX yCTOBHSX TIOMCIUCHHS, HAXOMAMHMECS B HUX ONEYaTaHHBIE XPAHMIIAIIA MOTYT
OBIT  BCKPBITBI TONBKO IOJB30BATE/ISIME  HITH OTBETCTBEHHBIM 3a osKcrutyaranuio CK3U  wm
KOMHCCHOHHO COTPYHHKAMH C pa3perneHust JMPEKTOpa LEHTpa. :

9.9.Ilpu o6HapyxeHun IIPU3HAKOB, YKa3bIBAIOIIMX Ha BO3MOXKHOE HECAaHKIIMOHHUPOBAHHOE
TPOHHKHOBCHHUE B ITH MOMENICHUS WIH XPAaHWIIUIIA IIOCTOPOHHHX JIHII, O CIYYHBINEMCS JOKHO OBITH
HEMEUICHHO COOOIIEHO TUPEKTOPY LEHTpa 1 OTBCTCTBCHHOMY 3a oKciuryaTanuio CK3U. OTBeTcTBeHHBILT
3a - okemnyatanmio  CK3U  nomkeH  OHEHHTH  BO3MOMKHOCTE KOMIIPOMETAllUH  XpaHAIIUXCS



KPHITOrpauyYeCKUX KIOYeH, COCTABUTH aKT U MPHHATH, IPH HEOOXOXMMOCTH, MEpHI K JIOKaJIU3aI[HH
TOCJIEICTBHI KOMIIPOMETAIUH KPHIITOTpadHUECKUX KIIFOUEH U K UX 3aMeHe.

9.10. Ha Bpemst OTCYTCTBHs MOJB30BaTellell ykazaHHOE 00OpYIOBAHHE, IIPH HAJIUYUH TaKOU
BO3MOYKHOCTH, JIOJDKHO OBITH BBIKIIOYEHO, OTKIIOYEHO OT JIMHHU CBS3H M yOPaHO B OIEYaTHIBAEMBIE
XpaHWIMINA. B NpOTHBHOM Ciydae MO COINACOBAHMIO C OTBETCTBEHHBIM 3a SKcIulyaramuio CK3U
HEOOXOAMMO IpPELYCMOTPETh OPraHH3aLHOHHO-TEXHHYECKHE MEphl, HCKIIOYAIOMME BO3MOXKHOCT
ucnomns3oBanus CK3U mocroponnumMu munamy.

C macrosmeil HHCTPYKIHEH 03HAKOMJICHBI:
OtgercTBeHHBbIH 3a Kciutyaramuio CK3U

(mara) (momuce) (bamunust, HHUIMAIIBI)
ITons3zoBaren CK3U

(mara) (moanuce) (hamunus, nHMIEAIE)



