INAMSATKA .
A1 BOCHUTAHHUKOB Ob HHOOPMALIMOHHOU
BE3OITACHOCTHU JETEAU

HEJIb31

1. BceM noapsizt cooOmiaTh CBOIO YaCTHYIO HH(pOpMaIHIO (HACTOSIIUE UMSI, (PaMUJIHIO,
TenedoH, aJipec, HOMep IIKOJIbI, a Takke GoTorpaduu cBou, CBOEH CEMbU U Apy3eil);

2. OTtkpbIBaTh BJOXKEHHBIC (ailyibl SIEKTPOHHOM TOYTHl, KOTJa HE 3HACIIb
OTIPABUTEIIS;

3. I'pyOutb, mnpuauparbcs, OKa3bIBaTh JIaBIIEHHE - BECTU Ce€0S HEBEXKJIMBO U
arpecCuBHO;

4. He pacnopspkaiics JeHbraMu TBOEH ceMbu 0€3 pa3pellieHUs CTapliMX - BCerjaa
CIIpaIlIMBal POAUTEIIEH;

5. He Bcrpeuaiica ¢ MHTEpHET-3HAKOMBIMU B PEAIIBHOM KU3HU - IOCOBETYMCSA CO
B3POCJIBIM, KOTOPOMY JTOBEPSCILIb.

OCTOPOXHO

1. He Bce numryT npasay. Yurtaemns o cebe HenpaBay B MIHTepHeTe - coo01u 06 3ToM
CBOHM POJUTENSAM WM ONIEKYHAM;

2. llpurnamarot nepenuchiBaThCs, UTPaTh, 0OOMEHUBATHLCS - IPOBEPH, HET JIU MOJABOXA;

3. Hezakonnoe xonupoBanue (aitsioB B UHTepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBaii B3pOCibIM O MTpoOJieMaxX B CETH - OHM BCEr/ia MOMOTYT;

5. Ucnonw3yit HACTpOWKH OE30MACHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPSITH CBOU
AKKAYHTBI B COLICETSIX U APYTUX MOPTAJIAX.

MOXHO

1. YBaxaii qpyrux noJib30BaTeliei;

2. [Tonp3yembess MHTEPHET-UCTOUHUKOM - AENAN CCBUIKY HA HETO;

3. OTKpbIBail TOIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0maThcs 3a MOMOIIBIO B3POCIBIM - POJIUTEIH, OTICKYHBI U aIMUHHUCTPAIINS CAUTOB
BCETrJ1a IOMOT'YT;

5. Tlpoiinm oOyuenue Ha caite "CeTeBMYOK" W TMOJY4Yd MACTIOPT LU(PPOBOTO

rpaxaanuHal



NHOOPMALIMOHHAA ITAMATKA
JJI1 BOCIIMTAHHUKOB

C KaxJIbIM roIOM MOJIOAEKH B HHTEPHETE CTAHOBUTHCS OOJbILE, a MIKOJbHUKU OJHU
U3 CaMbIX aKTUBHBIX NOJIb30Baresiel Pynera. Mexay TeMm, MOMHUMO OTPOMHOrO KOJIUYECTBA
BO3MOXKHOCTEM, WHTEPHET HECeT M MpoOJeMbl. JTa MamsATKa JO0KHA IOMOYb Tebe
0e30MacHO HaXOJUThCS B CETH.

KomnbrorepHbie BUPYChI

KoMmnbloTepHblii  BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrPaMM,
OTJINYUTENBHOW OCOOEHHOCThIO KOTOPOW SBJISIETCA CIHOCOOHOCTh K pPa3MHOXKEHHIO. B
JOTIOJTHEHUE K ATOMY, BUPYChI MOTYT MOBPEIUTH WM MOJTHOCThIO YHUUTOXUTH BCE (halIbl U
JAHHBIE, OJJKOHTPOJILHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro ObLIa 3alylleHa 3apaXxeHHast
porpaMma, a Takke MOBPEAUTh WIH J1aK€ YHUUYTOKHUTH ONEPALMOHHYIO CUCTEMY CO BCEMU
¢aitnamu B 1enoM. B 00IbIIMHCTBE CllydaeB pacpOCTPAHSIIOTCS BUPYChI U€PE3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IIPOrPaMM:

1. Ucnionp3yii COBpEMEHHBIE ONEPAallUOHHBIE CUCTEMBI, UMEIOIIUE CEPbE3HBI YPOBEHD
3aIUTHI OT BPEAOHOCHBIX MTPOrpamMMm;

2. [locTosiHHO ycTaHaBnuBail mauTu (MUQPPOBBIE 3aIUIATKUA, KOTOPHIE aBTOMATUYECKU
YCTaHABJIMBAIOTCS C IMEJIbI0 JOPa0OTKM TMpOTrpaMMbl) W Jpyrue OOHOBIICHUS CBOCH
onepaimoHHol cuctembl. CkaunBail UX TOJBKO ¢ oduImaibHOro caiita paspadorunka OC.
Ecnu cymecTByer pexuM aBTOMaTHYECKOTr0 OOHOBIICHUS!, BKIKOUH €T0;

3. Pabortaif Ha CBOEM KOMIIBIOTEPE MO/l ITPaBaMu MOJIH30BATEIISI, @ HE AJIMUHUCTPATOPA.
DTO HE MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPAMM HHCTAJIUPOBATHCS HAa TBOEM
IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vicnonb3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKThI U3BECTHBIX MPOU3BOIUTENECH,
C aBTOMaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIT;

6. Mcnonb3yil BHEIIHUE HOCUTENN UHPOpMALIMU, TaKue Kak ¢uielika, TUucK uin danmn

N3 UHTCPHCTA, TOJIBKO U3 IIPOBCPCHHBIX HCTOYHHUKOB,



7. He oTkpbIBaii KOMObIOTEpHBIE (halijIbl, TOJYyUYEHHBIE U3 HEHAJIEKHBIX MCTOYHUKOB.
Jaxxe Te (aiinpl, KOTOpbIE MpUCTal TBOM 3HAKOMBIH. Jlydille yToUHM y HEro, OTIPAaBIISI JIU
OH Te0e uX.

Cern WI-FI

Wi-Fi - 310 He B mepegayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpPEeH, MapKa.
Eme B 1991 romy nuaepnanickas kommanusi 3apeructpupoBaia Openn "WECA", dro
obo3Havaino cnoBocoueranue "WirelessFidelity", koTopslit mepeBoauTcs Kak "GecnpoBoHasS
TOYHOCTB".

Jlo Hamiero BpeMeHHU Jomuia Jpyras aOOpeBuarypa, KOTOpas SBISIETCS TaKOW Ke
TexHojoruen. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObUIO JaHO C HAMEKOM Ha
cTaHzaapT BbIcuIel 3BykoBoM TexHuku Hi-Fi, uTo B mepeBose o3HavyaeT "BbICOKast TOUHOCTD'.

Ha, 6ecruiaTHbIE HHTEPHET-IOCTYI B Kade, OTENSIX U a3pornopTax sBISETCS OTIUYHOU
BO3MO>KHOCTBIO BbIXO/a B MHTepHET. HO MHOTHE 3KCHEpThI CUMTAIOT, YTO OOIIETOCTYITHbIE
Wi-Fi cetu He SBISIOTCS O€30I1aCHBIMU.

CoBeTbl 110 06€30MaCHOCTH PadOTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JmuHyro mHopManmio yepes odmenoctymabie Wi-Fi ceTn.
PaboTas B HUX, *enaTeJbHO HE BBOAUTH MApOIH IOCTYIA, JOTUHBI U KAKUE-TO HOMEPA;

2. Vcnonb3y#i u OOHOBIISIIT aHTUBUPYCHBIC MMPOTPAaMMBI U OpanaMayep. Tem cambiM Thl
oOe3onacuilb ceds OT 3aKauyKy BUpYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3oBanuun Wi-Fi otkmoun ¢ynkumio "OOmuid goctyn K ¢aiinam u
npuntepam". JlaHHas QyHKIMS 3aKphITa IO YMOJTYAHUIO, OJJHAKO HEKOTOPbIE MOJIb30BATENN
aKTUBHUPYIOT €€ AJi1 yA00CTBA UCIIOIb30BaHUs B paboTe Uiu yueoe;

4. He ucnonb3yii myonnunsii WI-FI nns nepegaum JUYHBIX JAHHBIX, HAIpUMEpP AJIs
BBIX0/Ia B COLIMAJIBHBIE CETU WM B 3JIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tosbko 3amuineHHoe coeaqunenue yepe3 HTTPS, a ne HTTP, T.e. ipu
Habope BeO-aapeca BBOAU UMEHHO "https://";

6. B wmoOwmsHOM Tenedone ortkaoun ¢GyHknuio Tlogkmrouenune k- Wi-Fi
aBToMaTHuecku'". He mormyckaii aBTOMaTHUECKOTO TIOJKITFOUEHUS ycTpoicTBa K cetsim Wi-Fi

0€e3 TBOEro Corjacus.



CounajnbHble ceTn

CounanbHbIE CETU aKTUBHO BXOJSIT B HAIly KM3Hb, MHOTHE JIOJIA paOOTaIOT U KUBYT
TaM MocTosiHHO, a B Facebook yxke 3aperucrpupoBaH MWIIMAp]l YETOBEK, YTO SIBISETCS
OHOM CEIbMOM BCEX JKUTEJNEH IUIaHEThl. MHOTHE NOJIb30BaTENM HE IMOHUMAKOT, YTO
uHdopmalusi, pasMelleHHass HMMH B COLMAJIbHBIX CETAX, MOXET OBbITh HaijieHa u
UCIOJIb30BaHA K€M YTOJIHO, B TOM YHCIIe HE 00s13aTEIBHO ¢ OJIaruMU HaMEPEHUSIMHU.

OcHOBHBIE COBETHI M0 0€30MACHOCTH B CONMAJIBLHBIX CETSAX:

1. Orpanuup cnucok Jpy3ed. Y TeOs B JIpy3bsiX HE JIOJDKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuman cBOK YacTHYIO U3Hb. He ykasbiBail maposu, TeneoHsl, aapeca, Aary
TBOETO PpOXICHUS U JAPYryl0 JIMYHYI0 HUH(OpMaIuoo. 3J0yMBIIUIEHHUKH MOTYT
UCIIOJIB30BaTh Jake MHGOPMAIIUIO O TOM, KaK Thl U TBOU POJUTEIM IJIAHUPYETE MPOBECTU
KaHUKYJIbI;

3. 3amminaii cBOIO pemyTaluio - Jep>KU €€ B YUCTOTE U 3ajiaBail cebe BOIpOC: XOTel
OBl ThI, YTOOBI JPYTHE MOJIH30BATENMN BUICIH, UTO Thl 3arpyxaenib? [logymaii, npexie yem
YTO-TO OIyOJIMKOBAaTh, HAMMKCATh U 3aTPY3UTh;

4. Ecnii Thl TOBOPHULIB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEANbHOE
UMS U JPYTYIO JUYHYI0 HHOOPMAITH: UMSI, MECTO KUTEIHCTBA, MECTO Y4€ObI U TIPOYEE;

5. N36erait pazmenienus otorpaduii B UntepHeTe, rae Thl H300pakeH Ha MECTHOCTH,
M0 KOTOPOX MOXKHO OMPEIEIUTh TBOE MECTOTOJIOKEHNUE;

6. Ilpu peructpanmyi B COLMATBLHON CETH HEOOXOIUMO UCIOJIb30BATh CIIOKHBIE
MapoJi, COCTOSAIIME U3 OYKB U IUPP U C KOJIMYECTBOM 3HAKOB HE MEHEe §;

7. J1na couraibHOM CETH, TTOYTHI U IPYTUX CAUTOB HEOOXOUMO HCIIOIB30BATh Pa3HbIC
naponu. Torma ecnu TeOs B3TOMAIOT, TO 3JOYMBIIUICHHUKH TOJIYYaT IOCTYN TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpazy.

DJIeKTPOHHbIE IEHbTH

DNEeKTPOHHBIC JICHBIU - 3TO OYCHB YAOOHBIN CITOCOO TUIATEKEH, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPHIE€ XOTAT MOJIYYUTh 3TH JEHBIH.

DJIEKTPOHHBIE JIEHBIU MOSBUIMCH COBCEM HENABHO M MMEHHO M3-3a 3TOI'0 BO MHOTHX

rocyaapCrBax a0 CHUX IOP HE IMPOIMHUCAHO IIPO HUX B 3aKOHAX.



B Poccum xe oHM (PyHKIMOHUPYIOT M O HUX YK€ IMPOMHUCAHO B 3aKOHE, TAE UX
pa3leNsAI0T Ha HECKOJIBKO BHJIOB - AHOHMMHBIE M HE aHOHHMMHBbIE. PasHuma B TOM, 4TO
AHOHMMHBIE - ATO T€, B KOTOPBIX pa3peliaeTcs MPOBOJAUTH Onepanuu 0e3 MACHTU(PUKALNNA
MI0JIb30BATEIsl, @ B HEAHOHUMHBIX UACHTU(UKAIIMS TTOJIb30BATENS SBISETCS 00s13aTENbHOM.

Taxoke cienyeT paznuyaTh 3JEKTPOHHbIE (PUATHBIE JIEHBIU (PaBHBI TOCY/IaPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHBIE HE(UATHBIEC IEHBIU (HE PABHBI TOCYAAPCTBEHHBIM BAIIIOTAM).

OcHoBHBIE COBETHI 110 0€30NACHOM padoTe ¢ ITeKTPOHHBIMU ICHbIAMMU:

1. [IpuBsku K cueTy MOOUIBHBIN TenedoH. DTO caMblil yAOOHBIN U OBICTPBINA CrIOCOO
BOCCTAHOBUTH JOCTYN K cuery. IIpuBsizaHHBIN TeneQOH MOMOXKET, €ciau 3a0yJellb CBOU
IJIATEKHBIN MTApOJIb WM 3aUJICIIb HA CAUT C HE3HAKOMOTO YCTPOKCTRBA,;

2. Hcnonb3yil ogHOpa3oBble maposn. [locne mnepexosa Ha YCHIEHHYIO aBTOPU3ALUIO
Tebe yxe He OyJeT YrpoKaTh ONaCHOCTh KPayKU MJIM MEepeXBaTa IIaTeKHOIO MapoJis;

3. Bribepu cnoxubiii naposb. [IpecTtynHukam OyneT He MPOCTO YralaTh CIOKHBIM
napoabs. HanexHbple maposm - 3TO IMAapoJIM, KOTOPBIE COAEPKAT HE MEHee § 3HAKOB M
BKJIFOYAIOT B C€0Sl CTPOYHBIE W MPONUCHBIE OYKBBI, IU(PPHl U HECKOIBKO CHMBOJIOB, TAaKHE
KaK 3HaK Jojuiapa, GyHTa, BOCKIUIATeIbHBIN 3HaK u T.11. Hampumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCILIb.

DJIeKTPOHHAS MOYTA

DNEeKTpOHHAs MOYTa - TO TEXHOJIOTUS U IIPENOCTABISEMBIE €10 YCIYTH IO IEPECHUIKE
U MOJIYYEHUIO 3JIEKTPOHHBIX COOOILIEHUM, KOTOPhIE PACIPEIETSAIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO  DJIEKTPOHHBIM  TMOYTOBBIM  SUIMK  BBINJIAAUT — CIAEAYHOIUM  00pa3oMm:
UMs_TOJIb30BaTEsI(@UM_JIoMeHa. Takke Kpome IMepedadyd MpPOCTOro TEKCTa, HMEETCs
BO3MOYKHOCTh MepeaBaTh (pailibl.

OcHoBHBIE COBETHI 0 0€30MacHOii padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hago BbIOpaTh mNpaBUJIbHBIM MOYTOBBIM cepBUC. B MHTEpHETE €CTh OrpPOMHBIN
BbIOOpP OecCIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlle JOBEPATh TEM, KOTO 3HACIIb U KTO
IIEPBBIN B PEUTHUHTE;

2. He yka3bIBaii B IMYHOI nouTte JuuHyto uHpopmanuio. Hanpumep, mydiine BoIOpaTh

"My3bIkanbHbIN _(panat@" wim "pok2013" BmecTo "Temal3";



3. Hcnonp3yil ABYX3TalmHYIO aBTOPU3AIMIO. OJTO KOIJa MOMUMO NapoJisi HYKHO
BBOJIUTH KOJI, NpUChUIaeMblil 1o SMS;

4. BoiOepu cHOXHBIN mapoib. s Kakaoro MOYTOBOTO SIIIMKA JOJIKEH OBITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1ApPOJIb;

5. Ecnu ecTb BO3MOXXKHOCTh HalMCaTh CaMOMY CBOW JIMYHBIM BOIIPOC, UCIIOIB3YU 3Ty
BO3MO>KHOCTB;

6. Mcrnosb3yili HECKOJBKO IMOYTOBBIX SAIMMKOB. IlepBbIil 111 4acTHOM NMEPENUCKUA C
aapecaTaMiy, KOTOPBIM Thl JOBEPSEIIb. JTO JIEKTPOHHBIN aJpec HE HAJO0 UCIIOIb30BaTh MPU
peructpainuu Ha popymax u caiTax;

7. He otkpsiBait (ailyibl U Jpyrue BIOXKEHUSI B MUCbMaXx, aXke €CIM OHU MPHUIUIH OT
TBOUWX Jipy3el. Jlydilie yTouHU y HUX, OTIPABIISIIN JIK OHU TeOe 3Tu (ailibl;

8. Ilocne oxkoH4YaHMs pabdOTHI Ha MOYTOBOM CEPBUCE MEPE] 3aKPHITUEM BKIAJKU C
caiiToM He 3a0y/Ib HaKaTh Ha "BeritTu".

Kun0epOy1iimHr Wiim BUPTyaaibHOE U3/1€BATEJIbCTBO

KubepOymmHr - mnpecieioBaHHEe COOOIECHUSIMHU, COJECPKAIUMU OCKOPOJICHMUS,
arpeccuro, 3alyruBaHHe; XYJIUTAHCTBO; COIHAIbHOE OOWKOTHUPOBAHHWE C TOMOIIBIO
pAa3JIUYHBIX UHTEPHET-CEPBUCOB.

OcHoOBHBIE cOBeTHI IO 00pBHOE ¢ KHOEPOYIIIMHIOM:

1. He Opocaiics B 60ii. Jlyumuii crmoco0: MOCOBETOBATHCS KaK ceOsl BECTH U, €CJIM HET
TOro, K KOMy MOXHO OOpaTUThCS, TO BHAUaJie YCIOKOUTHCS. ECiiM Thl HaYHENIh OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €111 OOJIBITIE Pa30KKEITh KOHDIUKT;

2. Yupagnsii cBoel kubeppemnyTauuei;

3. AHOHUMHOCTh B ceTd MHHUMAas. CylIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He cTout BecTu XyJNHMraHCKuil o0Opa3 BUPTyaidbHOU *u3HHU. HTEpHET (puxcupyer
BCE TBOM JICHCTBUS U COXpaHSET UX. Y JAIUTh UX OYJET KpaitHe 3aTpyIHUTEIHHO;

5. Cobnronait CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. WUrHopupyil emuHuuHbli HeraTuB. OJHOPa30BbIE OCKOPOUTENBHBIC COOOIICHUS

Jydriie urHopupoBath. OOBIYHO arpeccus MpeKpaaeTcs Ha Ha4aabHOW CTaInu;



7. bam arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMHU, B
COIMATBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKHMPOBKH OTIPABKHA COOOIICHHM C ONPEACICHHBIX
aJpeCcoB;

8. Ecmu 1Bl cBugerens kuOepOymiuHra. TBou JEHCTBHUS: BBICTYNHTH MPOTHB
npecieaoBaTensl, NoKa3aTb €My, YTO €r0 JEHCTBHS OLIEHUBAIOTCS HETaTUBHO, MOAJCPKAThH
KEPTBY, KOTOPOM HYKHAa TIICUXOJOTHYECKas IOMOIb, COOOLIUTh B3pOCIbIM O (akTe
arpeCCUBHOIO MOBEICHUS B CETH.

MooOuibHbIi TeaedoH

CoBpemeHHble cMapTPOHBI W IUIAHIIETHI COJIEPXKAT B CeOE BMOJHE B3POCIBII
GyHKIIMOHAN, U TENepb OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMIIBIOTEPAMH.
OpaHako, CpeJCTB 3alllUTHI JJI MOAOOHBIX YCTPONCTB IMOKAa O4YE€Hb Mayio. TecTUpoBaHUE U
MOMCK YA3BUMOCTEM B HHUX NPOUCXOJUT HE TaK MHTEHCHBHO, Kak 1 IIK, To ke camoe
KacaeTcsi © MOOWJIbHBIX TPUIIOKECHHM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YXKe MPAKTUYECKH JOTHAJIM HACTOJIbHbBIC
aHaJIOTHU, OJTHAKO pacliMpeHue (PyHKIMOHAIa BJIEUeT 3a COOOM OOJBIIYIO CIO0XKHOCTh U
MEHBIIYIO 3alUIIEHHOCTbD.

Jlaneko He Bce MPOU3BOAUTEM BBITYCKAIOT OOHOBJICHUS, 3aKPhIBAIOIINE KPUTUUECKUE
YSI3BUMOCTH JIJISl CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI JJI 0€301TaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He siBiisieTCst o-HACTOsAIEMY OecIiiaTHBIM. Bylb 0CTOpOKEH, BeAb Koraa Teoe
npeayiaratoT OeCIIaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TJIATHBIC YCIYTH;

Hymaii, npexzae yem otnpaButb SMS, ¢oTo win Buaeo. Thl TOUHO 3HAEIIh, T/I€ OHU
OyIyT B KOHEUHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CHCTEMY TBOETO cMapThOHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPaMMBI JIsI MOOMIJIBHBIX TeIe()OHOB;

He 3arpyxaii npuiaoxeHusi OT HEM3BECTHOTO MCTOYHUKA, BEJb OHU MOTYT COAEPKATh
BPEJOHOCHOE MPOTPaMMHOE 00€CTICUeHNE;

ITocne Toro kak Thl BBIWJEIIb C CaiiTa, IJie BBOAWI JUYHYIO MHGOPMAIIUIO, 3aiIu B
HACTPOWKH Opay3epa u yaanu cookies;

[Ieproauuecku NpoBepsii, KaKUE MIATHBIE YCIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;



JlaBaii cBoil HOMEp MOOHJIBHOTO TenedoHa TOIBKO JIFOJSM, KOTOPBIX Thl 3HACIIb U
KOMY JOBEpSICILIb;

Bluetooth nomken ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE moib3yewbcs. He 3aObiBait
WHOTI' 1A IPOBEPATH 3TO.

Online urpsi

CoBpeMEHHbIE OHJANH-UTPBl - 3TO KPACOYHBIE, 3aXBaThIBAIOLIUE pa3BJICUYCHMUS,
00BEIMHSIONINE COTHH THICSY YEJOBEK MO BceMy Mupy. Urpoku uccienyroT AaHHBIA UM
MUp, OOHIAIOTCS Jpyr C APYroM, BBIIOJHSIOT 3aJaHMsl, CPaKaloTCd C MOHCTPAMHU U
MOJIYYatOT OMBIT. 32 yJIOBOJILCTBUE OHU IUIATAT: MOKYHAOT JUCK, OTUIAYMBAIOT a0OHEMEHT
WIN IPUOOPETAIOT KAKUE-TO OILIHH.

Bce stn cpencrBa uayT Ha IOAACP)KAHME M PAa3BUTHE WIPBI, a TAaKXKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3ALIMM, BBITYCKAIOTCS HOBBIE MaT4d
(undpoBbIe 3aMIaTKU AJIS IPOrpaMM ), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomo0HBIX Urpax CTOMT omacaTtbcs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXu
TBOETO MapoJis, HA KOTOPOM OCHOBAHA CUCTEMA aBTOPU3ALIMH OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI 110 0€30MACHOCTH TBOEI'0 HTPOBOI0 AKKAYHTA:

1. Ecim gpyroit urpok BefeT cebsi IJIOXO WM co37aeT TeOe HEeNMpUSTHOCTH,
3a0JI0KHPYH €ro B CIIUCKE UTPOKOB,;

2. ITloxamyiics aIMHHHCTPATOpaM WIPbl Ha IUIOXO€ IOBEJEHHE HTOTO0 HUIPOKA,
YKEJIATEJIbHO NIPUJIOKNTH KAKHE-TO J1I0KA3aTENIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii muunyto nHbopMaIuio B mpodaiiie urpsl;

4. YBaxai Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii HeouIManbHbIe MaTYM U MOJIbI;

6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jaxxe BO BpeMsi UI'pbl HE CTOMT OTKJIFOYaTh aHTUBUpYC. [Ioka Tel urpaemb, TBOU
KOMIIBIOTEP MOT'YT 3apPa3HTh.

@UIIMHT UM KPAa’Ka JUYHBIX JAHHbBIX

OOBIYHON Kpaxkel NeHEer W JOKYMEHTOB CEroJiHsi Yy>K€ HUKOTO HE yAMBHIIb, HO C
pa3BUTUEM HWHTEPHET-TEXHOJOTUN 3JI0YMBIIIJICHHUKNA IMEPEMECTUIIMCh B HMHTEPHET, W

MPOJIOIKAIOT 3aHUMATHCS " TFOOUMBIM'" JEJIOM.



Tak mosiBMIIach HOBasl yrpo3a: MHTEPHET-MOIICHHNYECTBA WK (DUIITMHT, TJIaBHAS 11EJTb
KOTOPOTO COCTOUT B IMOJYYCHUU KOH(MUICHIIMAIBHBIX JaHHBIX MMOJb30BaTeNEH - JOTHHOB U
naposiei. Ha anrnumiickom si3pike phishing uurtaercs kak ¢umuHr (ot fishing - priOHas
JIOBJIsL, password - mapoJib).

OcHoBHBIE cOBeTHI 0 00pBHOE ¢ PUINMHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciii Tkl mojo3peBaclib, 4TO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHPOBATh €€ W COOOIIMTHh aJMUHUCTpaTOpaM pecypca 00
TOM KaK MOHO CKOpee;

2. Hcnonw3yih Oe3omacHble BeO-CailThl, B TOM YHCIIE, HHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Wcnons3yii cinoxHbie U pa3Hble napoiu. Takum oOpa3oM, eciau Teds B3IOMAKoT, TO
3JIOYMBIIIUICHHUKU TI0JIy4aT JOCTYI TOJBKO K OJHOMY TBOEMY MPO(UII0 B CETH, a HE KO
BCEM;

4. Eciu 1e0s B37IOMaly, TO HEOOXOJUMO NPEIyNpPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE T00ABJIEHBI Y TEOS B APY3bsiX, O TOM, YTO T€OS B3JIOMAIH U, BO3MOXXHO, OT TBOETO
UMEHHU OYyJIeT pacChlIaThCs CIIaM U CChUIKH Ha (DUIIIMHTOBBIE CANUTHI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBbHBIN Tene(OH;

6. OTKJII0YM COXpaHEHHUE TaposIsl B Opay3epe;

7. He oTkpbiBail ¢aityibl U Apyrue BIOKEHUS B MUChMAaX, AK€ €CJIU OHU MPUIIIN OT
TBOUX Jipy3el. Jlydille yToOuHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

udposasi penyrauus

[Mupposas penyranus - 3T0 HEraTUBHAS WU TO3UTHUBHAS MH(GOpPMALIMS B CETH O Tebe.
Komnpometupyromas uHpopmanus, pa3MelnleHHass B HWHTEPHETE, MOXET CEepbE3HBbIM
00pazoM OTpa3uThCs Ha TBOeH peanbHOM *ku3HU. "[{udposas pemyranus" - 3T0 TBOM UMUK,
KOTOpbIN hopMupyeTcs U3 HHPOopMaIuu 0 Te0e B UHTEPHETE.

TBoe MecTo >KWUTEThCTBA, Y4eObl, TBOE€ (UHAHCOBOE IMOJIOKEHUE, OCOOCHHOCTH
XapaKTepa U PacckKas3bl O OJU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue nmoaApoCTKU JIETKOMBICIEHHO OTHOCATCS K MyOJIMKAIMU JIMYHOW MH(pOpManuu

B MHTEpHETE, HE MOHUMAs BO3MOKHBIX MOCIEACTBUN. Thl Ta)KE€ HE CMOXKEIIb OTAAaThCS O



TOM, 4TO (oTorpadusi, pa3MeIlleHHas 5 JeT Ha3a/l, CTala NPUIUHON 0TKa3a MPUHSITH Te0s Ha
pabory.

KommenTapuu, pasmenieHue TBoux Qororpaduii m napyrue ACHCTBUS MOTYT HE
VCYE3HYTh AK€ IOCJIE TOro, Kak Thl MX yAAIHIIb. 1Bl HE 3HACHIb, KTO COXPaHWI 3Ty
uH(dOpMaIHIO, MoTaa M OHAa B IOMCKOBBIE CUCTEMbI U COXPAHUIIACH JIM OHA, a TJIABHOE: YTO
MOYMAIOT O T€OE OKpY>KArOIIUE IO, KOTOPbIe HAWIYT U YBUIAT 3T0. Haiitn nundopmariuio
MHOTO JIET CIYCTSl CMOXET JI00OW - KakK M3 JOOpbIX MOOYXKIEHWH, TaK U C HAMEPEHUEM
OPUYUHUTD BPEl. ITO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 0 3aIUTe HUGPPOBOM penyTAUNM:

1. IMogymaii, mpexae 4eM 4TO-TO MyOJIMKOBATh U MepenaBaTh y ceOsi B OJiore Wiv B
COLIMAJIBHOM CETH;

2. B Hactpoiikax mpo@uiisi yCTaHOBH OTPAHUYEHHSI HA MIPOCMOTP TBOETrO MPOpUiIs U
€ro COAEPKUMOTO, CAeNal ero ToiabKo "1 npy3eu”;

3. He pasmemaidi um He ykasplBall HMHQOpMaIMIO, KOTOpas MOXKET KOro-imdo
OCKOPOJISITh MM OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE IIKOIBHUKA - AKTHBHBIE MOJIb30BaTENM LU(POBOrO MPOCTPAHCTBA.
OnHaKo NajJeKko He BCE 3HAIOT, YTO MOJb30BAaHUE MHOTMMHU BO3MOXKHOCTSMH IIU(PPOBOTO
Mupa TpeOyeT COOI0ICHHS MPaB HA UHTEIUICKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTENIEKTyaabHass COOCTBEHHOCTH'"' OTHOCHUTCA K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HAauyuHas C HOBBIX H300peTeHUM U 3HaKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha TPOJAYKTHI M YCIYI'M, W 3aKaHyuBasg KHUTamH, (ororpadusamu,
KMHO(DHIIBMAMH M MY3bIKQJIbHBIMU TTPOU3BEACHUSIMU.

ABTOpCKHE TpaBa - OJTO IIpaBa HAa HWHTEUIEKTyaJbHYl0O COOCTBEHHOCTH Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKYCCTBA. ABTOPCKHUE IIPaBa BBICTYIIAIOT B KAYECTBE
rapaHTUU TOTO, YTO WHTEJUIEKTYaJbHBIN/TBOPUECKUI Tpya aBTOpa He OyAeT HampacHbIM,
JIaCT eMy CIIpaBeIJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yIbTaTaxX CBOETO TPyAa, MOJIYUYUTh
U3BECTHOCTh U Mpu3HaHue. HukTo 6e3 pasperieHus aBTopa HE MOKET BOCHPOU3BOJIUTH €0

IPOU3BEJICHUE, PACTIPOCTPAHSATE, MMyOJIUYHO JEMOHCTPUPOBATh, IPOJABATh, HMIIOPTUPOBATH,



MycKaTh B MPOKAT, MyOJIUYHO UCIIOJIHATh, TOKA3bIBAThH/UCIIONIHATH B 3(UpPE WU pa3MeliaTh B
WNHurepHere.

Hcnonb3zoBanne "muparckoro" MNpOrpaMMHOIO OOECHEYEHHS MOXKET TPUBECTH K
MHOTMM pPHUCKaMm: OT IOTEpH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOEIO
YCTPOMCTBA, TJi¢ YCTAaHOBJEHA HeJerajlbHas nporpamma. He crout takxke 3a0bIBaTh, UTO
CYILIECTBYIOT JIETAJIbHbIC U O€CIIaTHBIE POrPaMMbl, KOTOPbIE MOKHO HANTH B CETH.

O nopraJe

CereBUUYOK.p) - TBOH TIJIaBHBIM COBETYMK B CETH. 3]IeChb Thl MOXKEIb Y3HaTh O
0€30MacHOCTH B CETU MOHATHBIM M JIOCTYITHBIM SI3bIKOM, & TP BOSHUKHOBEHHH KPUTHYECKOU
CUTYyallMM OOpAaTUTHCS 3a COBETOM. A TaKKe MPUHATh YYaCTUE B KOHKYPCAX M CTaTh CaMbIM

U (PPOBBIM rpakIaHUHOM !



